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CUSTOMER SECURITY ISSUES RELATED 
TO PUBLIC DISPLAY OR ACCESS TO 
ELECTRIC DISTRIBUTION GRID DATA 

DOCKET NO. E999/CI-20-800 
 

COMMENTS 

 
INTRODUCTION 

 
Northern States Power Company, doing business as Xcel Energy (Xcel Energy or 
Company), submits these Comments to the Minnesota Public Utilities Commission 
(Commission) in response to its Notice of Comment Period issued on March 31, 
20261 (Notice) in the above-referenced docket.  
 
The Notice seeks responses to the following questions:  

(1) Should the Commission accept, modify, or reject the Grid Data Sharing 
Framework Report submitted into the record on March 4, 2026?  

(2) Should the Commission accept, modify, or reject the Framework’s appeals 
process? Specifically, should the Commission accept, modify, or reject the use 
of the Grid Security Working Group to address informal complaints to 
minimize submittal to CAO?  

(3) Should the Commission accept, modify, or reject the framework’s evaluation 
recommendations?  

(4) Are there other issues or concerns related to this matter? 
 
Xcel Energy supports the development of renewable energy and the ability of our 
customers to access distributed energy resources (DER) and understands that 
developers have a legitimate interest in accessing grid data to further DER in the 
public interest. At the same time, we take our responsibility to ensure reliable and safe 

 
1 In the Matter of a Commission Investigation on Grid and Customer Security Issues Related to Public Display or Access to 
Electric Distribution Grid Data, Docket No. E999/CI-20-800, NOTICE OF COMMENT (March 31, 2026). 
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service very seriously. To date, we make significant amounts of data necessary for 
DER siting publicly available through various tools published on our website.2 This 
docket examines utility provision of a limited amount of non-public or highly 
sensitive information that implicates the physical and cyber security of the grid and of 
our customers, which raises important national security and grid security questions. 
We continue to support a measured approach that ensures individuals with legitimate 
interests in sensitive grid information will have access to it – but with appropriate 
guardrails that ensures the sensitive information will not fall into the hands of 
potential bad actors.  
 
After hosting a number of workgroups, Converge Strategies developed its 
Recommendations for a Grid Data Sharing Framework report (Report) that proposes a 
framework (Framework) to navigate these competing imperatives.3 There are many 
aspects of the Report we support, as elaborated in Section II below. But we disagree 
with a number of recommendations in the Report, and believe there are a number of 
recommendations that require further record development before Commission 
decision. We summarize our positions here. 
 
Our concerns: 

• Cost recovery: The Report does not acknowledge utility costs to implement a grid 
data sharing Framework, which is a critical gap. It is essential that the 
Commission explicitly acknowledge that all costs associated with grid data 
sharing, including administrative and technology related costs, are eligible for 
cost recovery. As discussed in these comments, we believe a secure portal and 
other software development costs associated with implementation of this 
framework be recoverable from all customers, and costs related to program 
administration be recovered through participant fees, consistent with the cost 
causation principle.  

• Clarifying the background check proposal. We agree with and support the 
requirement that requestors undergo a background check as part of the pre-
application process. However, we strongly recommend that the Commission 
require requestors to provide proof of completed background screenings 
conducted by a verified third-party reporting agency, rather than requiring 
utilities to conduct their own reviews using publicly available information. 

• Empowering utilities to maintain discretion to deny requests. Utilities must be granted 
the ability to use their discretion to deny certain requests, and to remove or 

 
2 https://mn.my.xcelenergy.com/s/renewable/developers/interconnection.  
3 In the Matter of a Commission Investigation on Grid and Customer Security Issues Related to Public Display or Access to 
Electric Distribution Grid Data, Docket No. E999/CI-20-800, RECOMMENDATIONS FOR A GRID DATA 
SHARING FRAMEWORK (March 4, 2026) (“Converge Strategies Report”). 

https://mn.my.xcelenergy.com/s/renewable/developers/interconnection
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revoke access for individuals or entities as may be appropriate. The Report 
should explicitly state this necessary condition.  

• Timelines for implementing new business processes. The Report does not address the 
time it will take to implement this Framework. Until we know the specific 
requirements for the portal and data release framework, we cannot know the 
implementation timeline. We therefore recommend that the Commission 
expect that the Company will require a minimum of 12 months after the 
Commission issues its final framework Order to develop our internal processes 
and necessary technology solutions.  

• Timelines for responding to data requests. The Report presents an overly prescriptive 
and unreasonable timeline for responding to data requests. We  recommend the 
Commission articulate a target timeframe of two months for responding to 
data requests, while expressly allowing utilities additional flexibility to extend 
that timeframe when warranted.  

 
Issues that need further record development: 

• What data can be requested. The current Report does not specify which data can 
be requested and how that ties to legitimate uses pertaining to siting DER.  
Without these parameters, overly broad or inappropriate requests will strain the 
request and dispute resolution processes. This issue must be addressed before a 
workable Framework is established.  

• Developing a clearly defined dispute resolution process. Before the proposed framework 
is implemented, we recommend the Commission direct the Grid Security 
Working Group (GSWG) to develop a clearly defined dispute resolution 
process, addressing such topics as which parties will be involved in reviewing 
disputes, procedural details, and steps for elevating unresolved matters. Lack of 
clarity in this regard will likely lead to contentious disputes regarding the 
process itself.  

 
We propose the Commission accept the Report but require modifications related to 
the above topics before implementation begins. We address these positions in more 
detail below.  
 

COMMENTS 
 
I. BEFORE ACCEPTING THE REPORT, THE COMMISSION 

SHOULD MODIFY THE PROPOSED CONVERGE STRATEGIES 
GRID DATA SHARING FRAMEWORK  
 

The Converge Strategies’ Report was developed after three intensive workgroup 
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sessions that provided stakeholders an opportunity to discuss the most pressing issues 
related to developing a process to request and securely share sensitive distribution grid 
data in line with the NARUC Grid Data Sharing Framework and Playbook.4 We 
believe there are critical gaps that must be addressed, and therefore, recommend the 
Commission modify the Report as discussed in this section. These substantive 
concerns need to be addressed before implementation begins.  

 
A. Cost Recovery Must Be Addressed 
 
The Report does not acknowledge utility costs to implement a grid data sharing 
framework, which is a critical gap. For Xcel Energy, we propose that costs to develop 
the secure portal and any other technology solutions necessary to implement the 
approved framework be recoverable, like other recent incremental new hosting 
capacity costs that have been recovered through the Transmission Cost Recovery 
(TCR) Rider. Minn. Stat. § 216B. 2425, subd. 8 requires distribution studies to identify 
interconnection points on its distribution system for small-scale distributed generation 
resources. And Minn. Stat. § 216B.16, subd. 7b(4) allows “the utility to recover costs 
associated with distribution planning required under section 216B.2425.”  
 
We have recovered distribution planning costs through the TCR rider for other 
incremental, technology-driven investments required to produce hosting capacity data. 
Similarly, to provide the requested data considered in this docket, our system planners 
must conduct additional distribution studies; the results of which will be used by 
requestors to identify potential DER interconnection points. These studies represent 
net-new work beyond routine distribution planning activities. Consistent with Minn. 
Stat. § 216B.16, subd. 7b(4), the software development and implementation costs for 
this data-sharing framework are necessary to securely share data used to assess 
distribution-level interconnection capability. 
 
We further propose that ongoing program administration costs related to the 
Company’s support of the data sharing process be recovered through a user fee 
structure, which we base on the cost causation principle. These costs are expected to 
include, at a minimum: 

• Time to create and maintain new business processes; 
• Time to respond to data requests; 
• Time to compile reporting data; and 
• Other Program administration activities. 

 
4 https://pubs.naruc.org/pub/E2E50FD7-CD1B-62D5-1071-
8D8362AD1E6D?_gl=1*fr1nv0*_ga*MTA0MjU3MzAwOC4xNzcwNzQwMTE3*_ga_QLH1N3Q1NF*cz
E3NzYwOTIzMTYkbzEwJGcwJHQxNzc2MDkyMzE2JGo2MCRsMCRoMA.. (November 2023). 

https://pubs.naruc.org/pub/E2E50FD7-CD1B-62D5-1071-8D8362AD1E6D?_gl=1*fr1nv0*_ga*MTA0MjU3MzAwOC4xNzcwNzQwMTE3*_ga_QLH1N3Q1NF*czE3NzYwOTIzMTYkbzEwJGcwJHQxNzc2MDkyMzE2JGo2MCRsMCRoMA..
https://pubs.naruc.org/pub/E2E50FD7-CD1B-62D5-1071-8D8362AD1E6D?_gl=1*fr1nv0*_ga*MTA0MjU3MzAwOC4xNzcwNzQwMTE3*_ga_QLH1N3Q1NF*czE3NzYwOTIzMTYkbzEwJGcwJHQxNzc2MDkyMzE2JGo2MCRsMCRoMA..
https://pubs.naruc.org/pub/E2E50FD7-CD1B-62D5-1071-8D8362AD1E6D?_gl=1*fr1nv0*_ga*MTA0MjU3MzAwOC4xNzcwNzQwMTE3*_ga_QLH1N3Q1NF*czE3NzYwOTIzMTYkbzEwJGcwJHQxNzc2MDkyMzE2JGo2MCRsMCRoMA..
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A fee-based cost causer approach is appropriate, so that utility electric service 
customers do not subsidize DER developers. 
 
Precedent for this approach exists in the Commission’s Open Data Access Standards 
(ODAS). The ODAS are “intended to set standards for the collection and sharing of 
customer energy use data (CEUD) for use by third parties,”5 including both 
aggregated and anonymized CEUD. In that case, the ODAS protections are primarily 
driven by customer privacy concerns, rather than grid physical security and 
cybersecurity as in this Framework. Nonetheless, some of the same logic – balancing 
the interests of data requesters with those of utility customers as a whole, protecting 
privacy and safety, and ensuring utility customers do not bear costs while benefits 
flow primarily to data requesters – apply in both cases. 
 
In the ODAS, Section VI stipulates that: 
 

A. A utility may charge the requester a fee to prepare and supply CEUD. A utility charging a 
data access fee authorized by this section must: 
(1) base the fee amount on the actual costs incurred by the utility to create and deliver the 
requested data; 
(2) consider the reasonable value of the data prepared to the utility and, if appropriate, reduce 
the fee assessed to the requesting person; 
(3) provide the requesting person with an estimate and explanation of the fee; and  
(4) collect the fee before preparing or supplying the requested data.6 

 
Principles from this section of the ODAS that may also be appropriate for the 
Framework are that any fees should reflect actual costs to prepare and provide data to 
requesters, not more or less; that in cases where compiling the data has demonstrated 
value to the utility as well, the fee may be reduced accordingly to reflect that value; 
and that if the value is primarily to the requester, charging a fee ensures that the costs 
of fulfilling such requests are not simply passed on to the utility’s customers as a 
whole.  
 
The ODAS fee structure also allows for a distinction between “start-up” costs to 
create the infrastructure to meet future data requests, which should not necessarily be 

 
5 Open Data Access Standards at I.A. See In the Matter of a Petition by the Citizens Utility Board of Minnesota to 
Adopt Open Data Access Standards, Docket No. E,G-999/M-19-505, ORDER REFINING OPEN DATA ACCESS 
STANDARDS (July 5, 2024), and In the Matter of a Commission Inquiry into Privacy Policies of Rate-Regulated Energy 
Utilities, Docket No. E,G-999/CI-12-1344. 
6 Open Data Access Standards at VI.A. See Commission’s July 5, 2024 ORDER REFINING OPEN DATA 
ACCESS STANDARDS. 
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borne entirely by the first requester; and costs that are specific to fulfilling a given 
request, which should be borne by the requester, unless a case can be made under 
VI.A.(2) to reduce those fees in consideration of value to the utility or its customers.  
 
B. Areas of Concern  
 

1. Background Checks Must Be Conducted by Qualified and Verified Third Parties 
 
The Report recommends that requestors undergo a background check prior to 
submitting an application, including both the individual making the request and any 
ancillary personnel who may handle the data, such as contractors, student workers, 
and other third-party organizations, as well as the organization the individual is 
making the request on behalf of.7 To implement this recommendation, the Report 
identifies two potential approaches: (1) background checks conducted by a verified 
third-party provider, or (2) reviews conducted in-house by utilities using publicly 
available resources. 
 
We believe background screenings must be conducted by qualified and verified third-
parties and presented to the utility at the time a data request is made. A public records 
search is unlikely to yield information that would adequately inform a potential 
security risk for an individual. Further, utilities do not maintain in-house resources or 
the expertise necessary to conduct comprehensive background checks commensurate 
with the sensitivity of grid data. For example, background screenings for utility 
employees are typically performed by Fair Credit Reporting Act (FCRA) compliant 
third-party reporting agencies. Conducting similar screenings internally would 
introduce significant operational, compliance, and security risks. Background checks 
require the collection and handling of protected personal information, which would in 
turn obligate utilities to assume additional data protection, reporting, and regulatory 
compliance responsibilities. These activities would also impose meaningful financial 
and staffing burdens on utilities beyond their existing operational scope. While the 
Report characterizes background checks that use some publicly available resources as 
without fees, it is important to clarify that these options still require costs related to 
the use of the utility’s internal resources.8 
 
The requestor should be responsible for engaging a qualified third-party background 
screening agency. When a data request is made by an individual on behalf of an 
organization, we believe the background screening should be conducted on both the 
individual and the organization. We agree with the Report that, at minimum, the 

 
7 Converge Strategies Report at p11. 
8 Converge Strategies Report at p12. 
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screening for individuals should include identity verification and a criminal history 
check; we further believe that the screening should cover at least the prior seven years. 
For organizations, the screening should include any ties to foreign entities of concern, 
poor financial history (e.g., bankruptcy), and cybersecurity incidents. Requestors may 
reference existing background checks conducted in the last one year for new data 
requests. All costs associated with background checks should be borne by the 
requestor, not utility electric service customers. 
 
In the Report, Converge Strategies recommends that the Commission choose one of 
the two methods for background checks: Verified Third Parties, or Publicly Available 
Resources.9 We support this approach and recommend that the Commission choose 
the Verified Third Parties method for background checks in the Framework, and 
remove the Publicly Available Resources option. 
 

2. Utilities Must Maintain Discretion Over Requests to Appropriately Manage Risk   
 
We recommend the Commission modify the proposed Framework by clearly 
acknowledging the utility’s authority to deny data requests and revoke access to data. 
The Report appropriately recognizes that all data sharing carries some level of risk. 
But the Report appears to assume that all data requests utilities receive will be valid, 
because it does not explicitly address circumstances under which a utility may deny a 
request. It also does not address utilities’ ability to remove or revoke access for 
individuals or entities for any reason other than time. For example, given frequent 
interaction with federal and state agencies, we are aware of information that would 
inform our assessment of whether certain entities or individuals should have access to 
certain data, given the importance of the data. Recognition that utilities will integrate 
security concerns into its decisions on when to withhold certain information is 
reasonable and appropriate; utilities must have authority to deny requests and/or 
remove access for individuals or entities. 
 
The ODAS again provides some useful precedent here. While the protections in the 
ODAS are mostly for reasons of customer privacy, some of the same principles apply 
equally to grid security. The ODAS has several safeguards to balance the benefits of 
disclosure against risks: 

• Precisely defining the types of data – in that case, Aggregated CEUD and 
Anonymized CEUD – that may be requested; 

• Prohibiting access to personally identifiable information; 
• Setting minimum thresholds to protect privacy (e.g., the 4/50 standard for 

 
9 Converge Strategies Report at p12. 
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Aggregated CEUD and the 15/15 standard for Anonymized CEUD);  
• Stipulating that only certain types of entities are authorized requesters: in the 

case of Anonymized CEUD, authorized requesters include 501(c)3 nonprofit 
organizations, federal/state/local/Tribal governments, entities seeking to 
provide demand response or energy efficiency services, and researchers 
affiliated with an accredited college or university; 

• Allowing utilities to refuse to provide CEUD if the requester does not sign a 
contract (in effect, a Non-Disclosure Agreement) with specific protections 
around broader access to the data, data retention and destruction, and 
specifying the intended use of the data; and 

• Requiring customer consent to disclose CEUD for any large industrial or 
commercial customer with peak demand of 5 MW or more.10 

 
In addition to those specific protections, the ODAS provides broadly that “a utility 
may refuse to provide aggregated or anonymized CEUD when it reasonably believes 
the data release would create a security risk for the utility, its customer(s), or the 
public, or that the release would allow the third party to re-identify customers, violate 
the terms of the contract in 2(v) above, or otherwise use the data in violation of these 
standards.”11 
 
While not all the specifics above will be relevant in the case of the Framework, the 
general principle – and the caution the Commission has exercised to balance the 
benefits of data disclosure against risks and costs – do apply. The ODAS may provide 
a starting point for developing specific guidelines and protections in the Framework, 
including the ability for utilities to exercise some degree of discretion to refuse to 
provide data if the benefits of disclosure are outweighed by security risks for the 
utility, its customer(s), or the public. 
 
Although the Report acknowledges that low or medium risk data can be elevated to a 
higher risk level based on data aggregation, it sets a three-year window as the 
appropriate benchmark for determining risk level.12 We do not believe that capping 
data aggregation risk to a three-year window is sufficient. While some data becomes 
stale over time, there are many aspects of our distribution system that do not change 
as rapidly. For example, requests for data from five years ago may still introduce the 
risk that the requestor can still develop a very detailed view of our distribution grid as 

 
10 Open Data Access Standards at III.B. See Commission’s July 5, 2024 ORDER REFINING OPEN DATA 
ACCESS STANDARDS and In the Matter of a Commission Inquiry into Privacy Policies of Rate-Regulated Energy Utilities, 
Docket No. E,G-999/CI-12-1344. 
11 Open Data Access Standards at III.C. See Commission’s July 5, 2024 ORDER REFINING OPEN DATA 
ACCESS STANDARDS. 
12 Converge Strategies Report at p15-16. 
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it is today. Especially given recent advances in publicly available Artificial Intelligence 
capabilities to scrape insights from vast data sets, low or medium risk in aggregate can 
result in insights that create unforeseen security risks based on detailed visibility into 
large portions of the electric grid.  
 
To address these concerns, the Commission could consider the following revisions to 
the Framework: (Revisions in redline) 
 

Medium-Risk 
Definition. Medium-risk data carries the risk of limited potential impacts to the system 
and people (e.g. short duration or localized disruptions). It may offer some visibility into 
system vulnerabilities but not a level that could result in significant harm to the distribution 
grid and society. It can also be the result of specific points or types of aggregated data that 
would be normally categorized as low-risk, either in the single request or in a series of requests 
from an individual or organization over a period of at least three years.13 

 
 … 
 
 High-Risk 

Definition. High-risk data is anything that could result in the grid being harmed, 
significantly degraded, or destroyed, resulting in operations being disrupted on a societal-level. 
Data in this category reveal specific physical or cyber vulnerabilities of assets or information 
about individual customers that is critical to security, economic security, public health or safety, 
or any combination thereof. In Minnesota, these are referred to as Priority End Users, which 
can include law enforcement, firefighting units, and emergency medical services. It can also be 
the result of specific points or types of aggregated data that would be normally categorized as 
medium-risk, either in the single request or in a series of requests from an individual or 
organization over a period of at least three years.14 
 
… 
 
Mitigations and Release Criteria 
Mitigations and release criteria are flexible, scalable, and can be layered, appropriate to the 
risk level of the specific request. The list below outlines the appropriate options for protecting 
shared distribution grid data. Utilities can decide which of these measures are appropriate, 
given the risk level of a specific use case. 
 

● Non-disclosure Agreements (NDA) 

 
13 Converge Strategies Report at p15. 
14 Converge Strategies Report at p15-16. 
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● Attestations 
● Business Agreement 
● Data Sharing Agreement 
● Data Access Time Limits 
● View-Only Capabilities (e.g., non-downloadable, secured portals) 
● Data Sanitization 
● Data Aggregation 
● Data Handling Training 
● Cybersecurity Guidelines/Training 
 

If this list needs to be amended in the future to respond to shifts in the security landscape, or 
to account for changes in authority, policy, or technology, we recommend that the new or 
amended measures be developed and agreed upon by the Grid Security Working Group 
(GSWG), discussed in detail in Section 4, Application Appeals Process. This ensures the 
data sharing environment in the state remains procedurally equal for all stakeholders involved. 
Utilities may reject a data request or remove access to shared data if an acceptable mitigation 
or release criteria cannot be identified, or if necessary for other security, legal, or operational 
reasons.15 

 
3. Timelines for Implementing New Business Processes and Responding to Data 

Requests Must Be Addressed 
 
The Report does not adequately address the amount of time utilities will need to 
establish processes and tools following the issuance of a Commission order.  
 
We recommend the Commission establish at least a 12-month implementation goal 
following issuance of the order containing the final framework. This time is necessary 
for utilities to establish internal processes, develop or modify necessary technology 
solutions, and address staffing and training needs. Stating the timeline as a goal will 
provide motivation for utilities to implement the framework swiftly, however, also 
allowing for necessary flexibility to adequately address complexities and unknowns – 
which is particularly important given the stakes of erroneous or inadvertent disclosure 
of non-public grid data. The implementation timeline could also be further addressed 
by requiring utilities to submit a compliance filing within 90 days of the Commission’s 
order that outlines their implementation timelines.  
 
In addition, the Report suggests that utilities process data-sharing requests within two 
months.16 We do not support a fixed deadline for processing requests given a number 

 
15 Converge Strategies Report at p16. 
16 Converge Strategies Report at p19. 
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of circumstances that may warrant additional time. While a two-month timeframe may 
be reasonable for most requests, complex requests, or concurrent requests could make 
strict adherence to a fixed timeline impracticable.  
 
We therefore recommend the Commission modify this aspect of the framework as 
follows: (Revisions in Redline) 
 

5.0 Timeline.  
Utilities shall use at least a 12-month implementation goal following issuance of the 
Commission’s Order containing the final framework to establish internal processes, develop or 
modify necessary technology solutions, and address staffing and training needs. 
 
Establishing a clear, realistic timeline for the overall Grid Data Sharing Process and the 
individual steps within it is important for effective implementation.  
A reasonable overall timeline for completion of a request—from background check initiation 
to fulfillment of data request—is two months. Within those two months, the response to the 
Pre-Application should take no more than two weeks; the initial review of the application 
and scheduling of the scoping meeting should take less than two weeks; and the Risk 
Assessment and fulfillment of the request should take no more than 30 days. Figure 2: 
Process Timeline below depicts this.  
 
While utilities should make every good-faith effort to resolve requests in an efficient and timely 
manner, we recognize that some requests may take longer due to their complexity or the need 
to facilitate engagements with the Commission. Additionally, normal activities (e.g., utility 
employees taking PTO, medical, or family leave, and natural staff turnover) and fluctuating 
volumes of requests, could impact the timeline. These circumstances should be clearly 
communicated to the requester, along with a reasonable estimated time of completion.17 

 
C. Areas Requiring Further Record Development  
 

1. The Report Does Not Adequately Identify What Data Can be Requested and the 
Data Minimization Principle is Missing  

 
The Report does not articulate what data sets requestors have a valid need to know in 
order to site DER that is not already shared – especially in light of the extensive 
information that is already made available to developers both publicly and subject to 
NDAs. The Report scopes out a number of datasets (e.g. federally protected non-
shareable data, data that is already public, and Personally Identifiable Information),18 

 
17 Converge Strategies Report at p19. 
18 Converge Strategies Report at p7. 
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but it does not identify what non-public data sets requestors have a valid need to 
know, and for what purpose. Although requestors are required to specify the data 
sought and how they intend to use it, the Report does not establish clear guardrails on 
the types of non-public data requests that may be considered permissible. As a result, 
utilities are left without clear guidance on the boundaries of acceptable requests. This 
could lead to an increased volume of overly broad or inappropriate requests that are 
not in the public interest and, in turn, place unnecessary strain on the application and 
dispute resolution process. 
 
Absent clarity within the Framework, requestors may seek access to data that is not 
necessary to evaluate potential locations for DER and would carry high risk if shared 
publicly. For example, we strongly believe that data reflecting the exact locations of 
our distribution lines should not be shared. This data would show the precise routes 
of the feeder lines that serve our customers, including critical customers, allowing a 
threat actor to plan an attack for maximum impact. The risk of sharing this data far 
outweighs the potential benefit. This information is also unnecessary for DER siting, 
as requestors would only need to know which feeder serves a particular location, not 
the physical route of the entire feeder. 
 
We strongly recommend the Commission modify the proposed Framework so that it 
will clearly identify the type of data that requestors may seek, and link each type of 
data to a specific, well-defined need related to siting DER projects. We also 
recommend that a specific risk level is identified for each category of data. We 
propose the Commission task the GSWG to develop an exhaustive list of specific 
data points that can be requested, identify a risk level for each type of data, and 
specify a need related to siting DER for each type of data. Development of this 
exhaustive list will reduce utility judgment and provide consistency in treating data 
requests. Importantly, before any information is released, even if on any type of 
“approved” list, the release of data would need to comply with privacy expectations of 
our customers. 
 
Additionally, the Report does not directly address the “Minimum Data needed” or 
“least data access” principle. Previous filings from stakeholders, including from the 
Commission and Minnesota Department of Commerce, support the principle that 
only the most essential and minimum necessary data should be shared with 
requestors. For example, in the February 7, 2025 Commission Order, Order Point 
No. 4 states “Within six months of this order, the workgroup must provide 
recommendations for a process for securely sharing the minimum necessary data 
[emphasis added] for DER interconnection.”19 The required discussion should 

 
19 In the Matter of a Commission Investigation on Grid and Customer Security Issues Related to Public Display or Access to 
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therefore address in what way publicly available information (such as the monthly 
queue report or the hosting capacity map and related data) is not sufficient. 
 
Including clear language that utilities should share only the minimum data necessary 
to support a requestor’s stated purpose aligns with best practices for data sharing. 
Balancing the benefit of sharing grid data with the need for information security needs 
to be grounded in an understanding that utilities should only share relevant, purpose-
driven data, avoiding providing broader or more detailed datasets than are reasonably 
required. Not addressing this in the final recommendations may be interpreted as lack 
of support for this principle, which we believe is not the case.  
 
We recommend the Commission task the GSWG to develop a specific list of data 
that can be requested and to assign a risk level for each type of data. Importantly, 
before any information is released, even if on any type of “approved” list, the release 
of data would need to comply with energy security and privacy expectations of our 
customers.  
 
II. XCEL ENERGY SUPPORTS MANY ASPECTS OF THE PROPOSED 

CONVERGE STRATEGIES GRID DATA SHARING FRAMEWORK  
 
Notwithstanding our concerns noted above, the Report is a useful guide for securely 
sharing sensitive grid data. We support a number of the findings of the Report. 
 
A. The Threat Landscape is Evolving and Increasing 
 
We agree with how the Report characterizes the threat landscape. Ensuring the 
reliable delivery of power requires the recognition that adversaries and malicious 
actors are actively targeting grid infrastructure and seeking to degrade or destroy the 
grid in the most impactful ways possible. If sensitive data falls into the wrong hands, it 
could enable the planning and execution of coordinated attacks capable of causing 
widespread, long-term, and potentially catastrophic outages. There have always been 
risks to grid operations, including traditional hazards such as storms. But the advent 
of advanced cyberattacks on the grid present far more dangerous outcomes. 
Cyberattacks can render equipment, especially hard to replace equipment, inoperable 
by manipulating data so the mis-operation of the system short circuits the equipment 
at scale. Operational data for a distribution system in the wrong hands makes this type 
of outcome easier. Gathering and analyzing data can often go unnoticed until attacks 

 
Electric Distribution Grid Data, p7, Docket No. E999/CI-20-800, ORDER ACCEPTING REPORT, 
ESTABLISHING STANDING WORKGROUP, AND ASSIGNING PROCEDURES AND TASKS FOR 
THE WORKGROUP (February 7, 2025). 
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occur. Proactively safeguarding sensitive data needs to be part of how utilities prevent 
such attacks. Federal and State law enforcement agencies and national security 
professionals, including the Department of Homeland Security and Intelligence 
Community agencies, have consistently emphasized that the electric grid is being 
targeted for cyber and physical attacks.  
 
If a nation state adversary, domestic violent extremist, or criminal were to obtain 
sensitive grid data, that information could be used to identify vulnerabilities and 
execute targeted attacks with severe consequences. Losing power is not merely an 
inconvenience; electricity is the foundation that all other critical infrastructure, 
government, and private sector depend upon; without electricity, critical customer and 
services would not be able to function, with cascading and wide-ranging impacts. As 
the Report notes, such risks are particularly heightened for customers that are critical 
to national security, economic security, or public health or safety. Federal, State and 
local government facilities; telecommunications systems; water and wastewater 
infrastructure; hospitals; mass gathering venues (such as arenas); and the operations of 
law enforcement, first responders, and other critical public services all depend on the 
reliable supply of electricity powering their facilities. The consequences of a successful 
attack on the grid, and the resulting impact on critical public services, cannot be 
overstated. 
 
Additionally, since our last filing in January 2025, there have been a number of 
concerning cyber-attacks that demonstrate the extent and severity of threat actors' 
ability to disrupt, degrade, or destroy critical infrastructure and services. Below we 
highlight some pertinent examples, underscoring a threat landscape where adversaries 
and criminals are seeking to disrupt critical infrastructure, including energy 
infrastructure. The threat to Minnesota’s grid is not hypothetical; it is a real and 
present danger.  

• As the Intelligence Community has reported, China remains the most active 
and persistent cyber threat to critical infrastructure networks, including the 
energy sector. China’s campaign to preposition access on critical infrastructure 
for attacks during crisis or conflict demonstrates the growing breadth and 
depth of its capabilities to compromise U.S. infrastructure.20 Having 
sophisticated knowledge of energy grids would enable a potentially catastrophic 
attack that could have maximum impact on the critical customers and services 
our grid powers. 

• Threat actors affiliated with Iran have conducted reconnaissance and 
exploitation activity against U.S. critical infrastructure Operational Technology 

 
20 https://www.dni.gov/files/ODNI/documents/assessments/ATA-2025-Unclassified-Report.pdf at p11-
12. 

https://www.dni.gov/files/ODNI/documents/assessments/ATA-2025-Unclassified-Report.pdf


15 

(OT) and Industrial Control Systems (ICS), resulting in disruptions across 
several U.S. critical infrastructure sectors. Specific assets targeted were those 
used commonly in the electric and gas sectors.21 Detailed maps of electric grid 
infrastructure and knowledge of load flows could enable an attack with 
maximum damage. 

• In December 2025, likely Russian state sponsored actors conducted destructive 
cyberattacks on the Polish electric grid, targeting both renewable and thermal 
generation power plants. This attack demonstrates a strong ability to execute 
coordinated destructive campaigns, which could be used against the U.S. grid 
with growing DER.22 

• In July 2025, likely a criminal group executed a sophisticated and impactful 
cyber-attack against the City of St. Paul, disrupting essential government 
services.23 And in April 2026, a criminal group also executed an attack against 
the City of Winona, requiring the Minnesota National Guard to provide cyber 
defense assistance.24 Although these attacks focused on government services, 
they demonstrate the intent and capability of threat actors to successfully attack 
and disrupt critical infrastructure in Minnesota.  
 

B. The Four-Step Approach Emphasizes a Deliberate Risk-Informed 
Process 

 
The Report seeks to operationalize the NARUC Grid Data Sharing Playbook by 
proposing a four step process: (1) pre-application verification, during which the 
requestor provides a statement of intent and undergoes a background check; (2) 
application, during which the requestor provides detailed information about the type 
of data being requested; (3) risk analysis, during which the utility conducts a 
preliminary review, hosts a scoping meeting, and determines the risk level associated 
with the requested data; and (4) data sharing method, where the utility chooses an 
appropriately secure sharing method.25 We support this four step process and 
commend the Report for appropriately emphasizing the need to protect sensitive grid 
data through a deliberate and risk-informed process.  
 
C. Requests Must be Specific and Include the Purpose 
 
The Report appropriately incorporates an essential safeguard into the application 

 
21 https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a. 
22 https://cert.pl/en/posts/2026/01/incident-report-energy-sector-2025/. 
23 https://www.cbsnews.com/minnesota/news/melvin-carter-st-paul-cyberattack-update-august-11/. 
24 https://www.kttc.com/2026/04/11/winona-county-announces-national-guard-bca-aid-following-
cybersecurity-attack/. 
25 Converge Strategies Report at p10-17. 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa26-097a
https://cert.pl/en/posts/2026/01/incident-report-energy-sector-2025/
https://www.cbsnews.com/minnesota/news/melvin-carter-st-paul-cyberattack-update-august-11/
https://www.kttc.com/2026/04/11/winona-county-announces-national-guard-bca-aid-following-cybersecurity-attack/
https://www.kttc.com/2026/04/11/winona-county-announces-national-guard-bca-aid-following-cybersecurity-attack/
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process by requiring individuals or organization requesting grid data to provide 
detailed information about the specific data being sought.26 This level of specificity is 
necessary to enable utilities to conduct informed risk analysis and prevent wasted staff 
time and resources. Furthermore, the Report proposes applicants describe the end 
product they intend to develop using the requested data. Clear articulation of how the 
data will be used is a critical step in ensuring that only appropriate data is requested 
and shared, and that data disclosures are aligned with legitimate and well-defined 
purposes.  
 
If requestors are not able to specify why they need certain data, or if they identify data 
that is not relevant (such as requests for data on circuits connecting to a substation 
that already has a significant queue of pending DER applications as reported in the 
DER public queue available on Xcel Energy’s website),27 the utility should retain the 
discretion to reject the data request and, if available, refer the requestor to the 
currently publicly available information. We discuss this gap in the Framework in 
Section I above. 
 
D. Utilities are Appropriately Empowered to Determine Protective 

Measures to Share Information Securely 
 
The Report appropriately proposes that utilities be afforded the discretion to choose 
how to share data securely, and identifies a range of potential options.28 We strongly 
support this discretion. As a general principle, we anticipate using a secure, utility-
managed portal for low- and medium-risk data, while limiting access to high-risk data 
to in-person viewing. The portal and credentialing process (e.g. establishment of a 
username, password, and multi-factor authentication) will at least provide traceability 
in the event of a security breach.  
 
The Report empowers utilities to determine which protective measures are warranted 
based on the specific use case, including NDAs, business agreements, data sharing 
agreements, data access time limits, and cybersecurity guidelines/trainings, among 
others.29 We note that NDAs depend on good faith implementation and will not 
resolve all risks associated with sharing sensitive data. Nonetheless, we support the 
recommended use of NDAs, and note our intent to require NDAs, at minimum, in 
advance of sharing non-public data.  
 

 
26 Converge Strategies Report at p13. 
27 The public DER Queue Report is available at 
https://mn.my.xcelenergy.com/s/renewable/developers/interconnection.  
28 Converge Strategies Report at p16-17. 
29 Converge Strategies Report at p16. 

https://mn.my.xcelenergy.com/s/renewable/developers/interconnection
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III. THE APPEALS PROCESS REQUIRES FURTHER DEFINITION 
 
The Notice asks whether the Commission should accept, modify, or reject the 
Framework’s appeals process; specifically, whether the Commission accept, modify, 
or reject the use of the Grid Security Working Group to address informal complaints 
to minimize submittal to Consumer Affairs Office (CAO). 
 
The Report proposes an appeals process intended to standardize how disputes over 
grid data sharing are handled, with disputes first addressed through the GSWG and 
unresolved matters subsequently elevated to the CAO. We support the Commission 
adopting a dispute resolution process, since it is likely there will be disputes between 
utilities and requestors in some situations, especially regarding highly sensitive data. 
The Report suggests that disputes be handled by the GSWG, and unresolved disputes 
would then be elevated to the CAO. However, the Report does not sufficiently define 
how the proposed GSWG-based process would function in practice. In its current 
form, the Working Group lacks clarity regarding who would participate in dispute 
resolution, how conflicts would be evaluated, what criteria would be applied, and how 
recommendations or determinations would be documented and communicated. 
Absent this clarity, it is difficult for stakeholders to assess whether the proposed 
process would be fair, efficient, and effective. 
 
We recommend the Commission direct the GSWG to develop a clearly defined 
dispute resolution process before this Report is accepted. The process must address, 
at a minimum, which parties will be involved in reviewing disputes, the criteria they 
will use to evaluate competing positions, and the procedural steps for elevating 
unresolved matters. One option could be for the Department to continue its work in 
this area and oversee the GSWG’s efforts to identify consensus recommendations or, 
in the event there is not consensus, summarize parties’ positions to the Commission 
for consideration. 
 
IV. ACCEPT THE FRAMEWORK’S EVALUATION 

RECOMMENDATIONS 
 
The Notice asks whether the Commission should accept, modify, or reject the 
framework’s evaluation recommendations. The Report proposes that the Commission 
order a robust evaluation of the grid data sharing process three years after 
implementation, with utilities reporting annually on specific metrics.30  
 
Evaluating the process and key metrics (how many data requests were lodged, how 

 
30 Converge Strategies Report at p22. 
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many data requests were fulfilled, how many disputes were brought, how many were 
resolved) will be valuable to monitor and assess. Given the evolving nature of threats 
to the grid, we support this recommendation, recognizing that this grid data sharing 
framework will be inherently iterative. Regular reporting and formal evaluation will 
allow the Commission and stakeholders to assess whether the framework is 
functioning as intended, identify unanticipated risks or burdens, and determine 
whether adjustments are warranted. In particular, tracking metrics such as the number 
of data requests submitted, the number of requests fulfilled or denied, the frequency 
and nature of disputes, and dispute-resolution outcomes will provide valuable insight 
into both the operational impacts and security implications of the framework over 
time. 
 
For these reasons, the Company supports acceptance of the Report’s evaluation 
recommendations. 
 

CONCLUSION 
 

We appreciate the Commission’s efforts to develop a robust record on this issue of 
national concern – the proper balance between sharing information to enable DER 
without compromising grid or customer energy security, especially in the complex and 
active threat landscape that exists. We respectfully request the Commission to accept 
the Company’s recommendations for further record development and to address gaps 
that exist in the Converge Strategies’ Report.  
 
Dated:  April 30, 2026 
 
Northern States Power Company 
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