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Will Seuffert, Executive Secretary
Minnesota Public Utilities Commission
121 7t Place East, Suite 350

Saint Paul, MN 55101-2147

Subject: Dakota Electric Association Supplement Reply Comments in Response to
October 9, 2024 Notice of Comment Period

In the Matter of a Commission Investigation on Grid and
Customer Security Issues Related to Public Display or Access to
Electric Distribution Grid Data.

Docket No. E999/CI-20-800

Dear Mr. Seuffert:

Dakota Electric Association (Dakota Electric or Cooperative) respectfully submits
these supplemental reply comments in response to the Minnesota Public Utilities
Commission’s (Commission) October 9, 2024 Notice of Supplemental Comment Period

(October 2024 Notice) in the above referenced docket.

I Background
On October 30, 2020, the Commission opened an Investigation on Grid and
Customer Security Issues Related to Public Display or Access to Electric Distribution Grid
Data in Docket No. E999/CI-20-800. Throughout 2021 and 2022, Dakota Electric, the
other investor-owned utilities (I0Us), and interested parties filed various rounds of
comments providing the Commission with additional information on the topic of grid
security and distribution grid data sharing. The Commission also issued Orders on

August 3, 2022 and June 7, 2023 in this investigation. In its June 7, 2023 Order, the



Commission authorized further workgroup discussion regarding grid security and grid
data access. The Commission also adopted Dakota Electric’s proposal to provide discrete
sets of information on-demand, in the context of other existing DER interconnection
tools and improvements being considered, to maintain an orderly, efficient, and cost-
effective deployment of DER in Minnesota.

On July 2, 2024, the Commission issued a Notice of Workgroup (Workgroup
Notice) scheduling workgroup meetings in response to the Commission’s June 7, 2023
Order. Dakota Electric was an active participant in these workgroup meetings and
appreciated the open and transparent discussion from various parties. Concurrent to the
October 2024 Notice, Commission Staff also filed its summary of the workgroup
discussions and its recommendations and next steps.

On November 12, 2024, the Cooperative filed supplemental comments in
response to the Commission’s October Notice. In these comments, Dakota Electric
recommended that the Commission establish a workgroup to make use of the NARUC

Grid Data Sharing Framework.

The following parties also filed comments in response to the Commission’s

Notice:

e Xcel Energy (Xcel)

e Minnesota Power;

e Otter Tail Power Company (Otter Tail);

e Minnesota Department of Commerce, Division of Energy Resources
(Department);

e Minnesota Grid Access Advocates (Grid Advocates); and

e Nokomis Energy (Nokomis)

The Department provided a robust discussion around security risks, a thorough
overview of the NARUC Framework, and provided a Grid Data Sharing Report from their
security consultant, Converge Strategies, LLC. This Grid Data Sharing Report covers

security risks to the electric grid, existing threat landscape analysis, recommendations for



a data sharing process implementation, and recommendations for stakeholder working
group discussions.

Xcel Energy’s comments largely align with the Cooperative’s comments. Xcel also
provided additional conversation regarding data privacy and concluded that consumer
privacy is an integral part of the NARUC Framework but specifically noted that
Commission’s October 30, 2020 Notice stated that changes to customer privacy policies

are not included in the scope of this docket.!

1. Dakota Electric Supplemental Reply Comments

Based on our review of other party comments, it appears that most parties
reached a similar conclusion, which is generally in line with the workgroup’s conclusion,
that the Commission should authorize use of the NARUC Grid Data Sharing Framework
for grid data access matters. Additionally, the majority of the commentators
recommended a standing Grid Security Work Group to address grid data access and
security questions. As noted in our supplemental comments, the Cooperative agrees
that maintaining a standing workgroup is appropriate and a reasonable approach to deal

with these matters in the future.

Several commentors, including the Cooperative, noted the need for flexibility
between different utilities when using the NARUC Grid Data Sharing Framework. In
particular, Dakota Electric stated in part that “... the framework provides a structure...”
and “It is intended to be flexible.”? Dakota Electric believes that using the NARUC
framework provides adequate flexibility to deal with unique use cases in this ever-

evolving environment.

As noted earlier in these comments, the Cooperative commends the
Department, and their security consultant Converge Strategies, for their work with
parties compiling information and the detailed Grid Data Sharing Report (Converge

Report).3 The Cooperative agrees with the Department’s recommendation to utilize the

1 Xcel Energy November 12, 2024 Supplemental Comments, Page 9.

2 Dakota Electric Supplemental Comments, Page 4.

3 Department November 12, 2024 Supplemental Comments, Grid Data Sharing Report, Pages 21-49.
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Converge Report for additional work group sessions. Further, the Cooperative agrees

with the Department’s recommendations* with this slight modification:

e B.2 The Department recommends the Commission require the
workgroup to provide isfiral a report with recommendations
regarding a data sharing process for DER interconnection within

six months of the issue date of the Order.

The Cooperative requests this minor adjustments because we believe it is
imperative that the report filed with the Commission not be considered “final” as the
NARUC framework allows, and envisions, an iterative process that continually evolves
and evaluates the data sharing landscape. Dakota Electric sees the workgroup, and its
accompanying analyses and recommendations, as a living or on-going process, which is
why the Cooperative recommends that the Commission consider requiring the standing
workgroup to file a yearly memorandum/letter regarding the use of grid data
framework. In this memorandum/letter, the workgroup could, amongst other items,

inform the Commission of past, current, or future grid security issues.

Additionally, the Cooperative believes that a collaborative approach between
utilities and DER developers is a reasonable path forward. As discussed at length in this
record, and approved by the Commission in its June 7, 2023 Order, Dakota Electric
developed, and currently uses, an internal DER screening tool. Based on discussions in
the workgroup, and our review of comments from developers, we believe that our
method is a means by which developers can obtain some locational based hosting
capacity and system information without compromising grid security. Furthermore, we
believe that this screening tool, coupled with discussions with internal utility engineering
staff, can create a collaborative environment where utilities and developers are able to
cost effectively and efficiently interconnect DER resources in the most system and

societally beneficial way possible.

4 Department supplemental comments November 12, 2024, Page 18.
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Based on our review of party comments, Dakota Electric believes it is important
that the Commission consider and provide insight into data access privileges.
Specifically, Dakota Electric found the Department’s discussion regarding data sharing
tactics useful:

Data sharing tactics refers to the approaches that can be implemented to

mitigate potential negative impacts of grid data sharing. Tactics include

vetting processes for data recipients, legal protections, NDAs, secure

portals, and others. The Converge Report offers implementation

recommendations pertinent to data sharing tactics, specifically the

discussion of data identification and classification and tiered access and

disclosure. Data sharing tactics are critical to ensure that risks can be

sufficiently mitigated while facilitating greater access, i.e. the presence of

risk does not require complete restriction. While the presence of data

sharing tactics may still present a hurdle to data access, the continuum of

tactics that are available should allow for risk mitigation that is

appropriately matched to the data requested. Providing greater access to

data, even if partially reliant on specific tactics, still represents progress
and should be supported by all parties.®

Dakota Electric agrees with the above discussion. Although data sharing tactics may at
times slow data access, it is vital to maintain data protection and elevated data risk
requires an elevated data access requirement. Xcel also concluded that there needs to
be security standards for different parties by asking the Commission to, “Grant utilities
the discretion to withhold data from parties that do not meet these established security
standards.”® Dakota Electric recommends that the Commission provide a directive to
the work group regarding data access prior to utilizing the NARUC Framework. The
Cooperative believes that the Department’s Comments, the Converge Report, and Xcel’s
Comments all lead to the principle of least data access, also known as least privilege, for
any potential data sharing framework. Specifically, Dakota Electric recommends that the
Commission direct the workgroup to follow the principle of least data access regarding

data sharing when implementing the NARUC framework.

5 Department November 12, 2024 Supplemental Comments, Page 15.
6 Xcel Energy November 12, 2024 Supplemental Comments, Page 11.
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As noted above, and in Xcel’s comments,’ the Commission’s original notice
opening this investigation stated that changes to customer privacy policies are not in
scope. In light of this directive, the Commission, the workgroup, and parties should
exercise caution when making recommendations that could result in the provision of
more consumer specific data. Dakota Electric notes that we have existing Cooperative
Board Policies governing the sharing of individual member data. These policies must be
followed under any data sharing process/framework and any data points that reflect
individual member data must be removed from a data sharing process unless approved
in writing by an individual member. Dakota Electric notes that each individual member
has the rights to data associated with their service, and it is Dakota Electric’s
responsibility to make sure that we protect and manage these data in accordance with

the Cooperative’s Board policies and procedures regarding personal privacy.

1. Conclusion

Dakota Electric believes that creating a standing workgroup to utilize the NARUC
Grid Data Sharing Framework is the most appropriate path forward for matters
regarding grid data sharing. The Cooperative believes this framework, along with the
Converge Report, will allow the workgroup to develop a proper set of data sharing
guidelines, tools to protect data and minimize risk, and identify mechanisms for proper
data sharing that are able to evolve in a changing landscape while acknowledging the
unique operating circumstances of Minnesota utilities. We also recommend that the
Commission direct the workgroup, when developing these data sharing guidelines, to
follow the principle of least data access.

Dakota Electric and its representatives are available to answer any questions that

the Commission may have.

Sincerely,

/s/ Alex Nelson

7 Xcel Energy November 12, 2024 Supplemental Comments, Page 9.
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Alex Nelson

Electrical Engineer
651-463-6186
anelson@dakotaelectric.com

/s/ Adam Heinen
Adam Heinen

Vice President of Regulatory Services
651-463-6258
aheinen@dakotaelectric.com

Dakota Electric Association
4300 220t Street West
Farmington, MN 55024



Certificate of Service

I, Nicole McEathron, hereby certify that | have this day served copies of the attached
document to those on the following service list by e-filing, personal service, or by causing
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Division

Public
Utilities
Commission
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Address

1400 BRM
Tower

445
Minnesota St
St. Paul MN,
55101-2131
United States

26 E
Exchange St,
Ste 206

St. Paul MN,
55101-1667
United States

414 Nicollet
Mall FL 7
Minneapolis
MN, 55401-
1993

United States

121 7th PIE
Ste 350
Saint Paul
MN, 55101
United States

7400 Lyndale
Ave S Ste
190

Richfield MN,
55423

United States

414 Nicollet
Mall
Minneapolis
MN, 55401
United States

76 W Kellogg
Blvd

St. Paul MN,
55102

United States

505 Nicollet
Mall
Minneapolis
MN, 55402
United States

396 Hayes
Street

San
Francisco
CA, 94102
United States

50 S 6th St
Ste 2600
Minneapolis
MN, 55402
United States

231 West
Michigan St -
P321
Milwaukee
WI, 53203
United States

2200 IDS
Center

80 South 8th
Street
Minneapolis
MN, 55402
United States
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Electronic
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Service

Electronic
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Delivery Delivery Trade
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No

No

No

No

No

No

No

Service
List
Name

20-
8000fficial

20-
8000fficial

20-
8000fficial

20-
8000fficial

20-
8000 fficial

20-
8000fficial

20-
8000fficial

20-
8000fficial

20-
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20-
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20-
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20-
8000fficial
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75
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80
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82
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84

85

86

87
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First
Name

Cary

James M

Eric

Jason

Jenna

Sarah

Patricia

Joseph

Robyn

Yochi

Curtis

Kurt

Patrick

Last Name

Stephenson

Strommen

Swanson

Topp

Warmuth

Whebbe

Whitney

Windler

Woeste

Zakai

Zaun

Zimmerman

Zomer

Email

cstephenson@otpco.com

jstrommen@kennedy-graven.com

eswanson@uwinthrop.com

jason.topp@lumen.com

jwarmuth@mnpower.com

swhebbe@mnseia.org

patricia@pwhitneylaw.com

jwindler@winthrop.com

robynwoeste@alliantenergy.com

yzakai@smwlaw.com

czaun@mnseia.org

kwz@ibew160.0rg

pat.zomer@lawmoss.com

All Memberships - eFiling

Organization Agency

Otter Tail Power
Company

Kennedy & Graven,
Chartered

Winthrop &
Weinstine

Qwest
Communications
Company, LLC.

Minnesota Power

MnSEIA

St. Paul Assn of
Responsible
Landlords

Winthrop &
Weinstine

Interstate Power and
Light Company

SHUTE, MIHALY &
WEINBERGER LLP

MnSEIA

Local Union #160,

IBEW

Moss & Barnett PA
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Address

215 South
Cascade
Street
Fergus Falls
MN, 56537
United States

150 S 5th St
Ste 700
Minneapolis
MN, 55402
United States

225 S 6th St
Ste 3500
Capella
Tower
Minneapolis
MN, 55402-
4629

United States

200 S 5th St
Ste 2200
Minneapolis
MN, 55402
United States

30w
Superior St
Duluth MN,
55802-2093
United States

445
Minnesota
Street

Suite 730

St. Paul MN,
55101

United States

627 Snelling
Avenue
South

St. Paul MN,
55116

United States

225 South
Sixth Street,
Suite 3500
Minneapolis
MN, 55402
United States

200 First St
SE

Cedar Rapids
1A, 52401
United States

396 Hayes
Street

San
Francisco
CA, 94102
United States

PO Box 8141
Saint Paul
MN, 55108
United States

2909
Anthony Ln
St Anthony
Village MN,
55418-3238
United States

150 S 5th St
#1200
Minneapolis
MN, 55402
United States
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Service

Electronic
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Service

Electronic
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Alternate View
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Method

Secret

No

No

No

No

No

No

No

No

No

No

No

No
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