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February 16, 2024          

—Via Electronic Filing— 
 
Will Seuffert        
Executive Secretary 
Minnesota Public Utilities Commission 
121 7th Place East, Suite 350 
St. Paul, MN 55101 
 
RE: COMMENTS 

COMMISSION INQUIRY INTO PRIVACY POLICIES OF RATE-REGULATED 
ENERGY UTILITIES 
CITIZENS UTILITY BOARD PETITION TO ADOPT OPEN ACCESS DATA STANDARDS 

 DOCKET NOS. E,G999/CI-12-1344 AND E,G999/M-19-505 
 
Dear Mr. Seuffert: 
 
Northern States Power Company, doing business as Xcel Energy, submits the 
enclosed Comments in response to the December 1, 2023 NOTICE OF COMMENT 
PERIOD ON REFINEMENTS TO OPEN DATA ACCESS STANDARDS of the Minnesota 
Public Utilities Commission in the above-referenced dockets.     
 
We have electronically filed this document with the Minnesota Public Utilities 
Commission, and copies have been served on the parties on the attached service list. 
Please contact Mustafa Adam at mustafa..k.adam@xcelenergy.com or me at 
bridget.dockter@xcelenergy.com or (612) 337-2096 if you have any questions 
regarding this filing. 
 
Sincerely, 
 
/s/ 
 
BRIDGET DOCKTER 
MANAGER, POLICY AND OUTREACH 
 
Enclosure 
c: Service Lists 
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IN THE MATTER OF A COMMISSION
INQUIRY INTO PRIVACY POLICIES OF  
RATE-REGULATED ENERGY UTILITIES 

DOCKET NO. E,G999/CI-12-1344 

IN THE MATTER OF A PETITION BY
CITIZENS UTILITY BOARD OF
MINNESOTA TO ADOPT OPEN ACCESS
DATA STANDARDS 

DOCKET NO. E,G999/M-19-505 

COMMENTS 

INTRODUCTION 

Northern States Power Company, doing business as Xcel Energy, submits the 
enclosed Comments in response to the NOTICE OF COMMENT PERIOD issued on 
December 1, 2023 of the Minnesota Public Utilities Commission (Commission) in the 
above-referenced dockets.     

The Notice requests input on “What actions should the Commission take regarding 
further refinement of the Open Data Access Standards (ODAS or Standards) policies 
on the release of anonymized Customer Energy Usage Data (CEUD).”  

Xcel Energy has stated its position on anonymized data throughout this proceeding. 
The Company does not provide anonymized data to third parties unless required by 
the Commission, recognizing Section III.C. of the ODAS. We do not believe we have 
sufficient technical assurance that the current proposed framework will adequately 
protect customers’ anonymity as required by the Commissions data privacy dockets. 
In order to adequately protect our customers, we continue to believe that a technical 
assessment of anonymized CEUD standards needs to be conducted by an expert in 
the field, and an objective basis established for assessing the risk of re-identification of 
customer data for a given scope and time interval.  These concerns are underscored 
by the ongoing proceedings in the Grid Security (Docket No. E999/CI-20-800), 
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heightened geopolitical risks such as the war in Ukraine, rising tensions with China, 
and increased Domestic Violent Extremist activity. The result is that the Company 
continues to be discerning about what information we release publicly or to third 
parties in relation to CEUD. 

 
COMMENTS 

 
I. BACKGROUND 

 
The Commission has been balancing consumer privacy and public access to CEUD 
for many years. In 2012, the Commission initiated an investigation into the collection, 
storage, and dissemination of customer data by rate-regulated utilities. In 2014, the 
Commission issued two customer data privacy orders, which adopted a broad 
definition of Personally Identifiable Information (“PII”) and required utilities to adopt 
specific processes to ensure the protection of PII.1 This definition remains within the 
ODAS today. Then in January 2017, the Commission issued an order governing 
disclosure of CEUD to third parties and declared, among other things, that a utility 
should “refrain from disclosing CEUD without the customer’s consent unless the 
utility has adequately protected the customer’s anonymity.”2 The Commission also 
stated that it would “not specify any one technique or procedure a utility must follow 
to adequately protect a customer’s anonymity.”3 
 
In August 2019, the Citizens Utility Board of Minnesota (CUB) filed a petition to 
initiate a proceeding to adopt Standards for the sharing of aggregated or anonymized 
CEUD.4 After receiving input from numerous stakeholders, in November 2020, the 
Commission adopted a set of Standards, addressing both aggregated CEUD and 
anonymized CEUD with different standards for each type. The application of the 
Standards was limited: it did not authorize application to any use case related to 
anonymized CEUD; it was only available for building level and public purpose data 
aggregation to building owners/managers, local units of government, and non-profit 
organizations that use that data for public interest energy research; and it exempted 
commercial/industrial (C&I) customers with peak demands greater than 5 megawatts 
(MW). Recognizing that refinement of these Standards would be required, the 

 
1 In the Matter of a Commission Inquiry into Privacy Policies of Rate-Regulated Energy Utilities, Order Requiring 
Utilities to Adopt and Document Processes Regarding Personally Identifiable Information and other Action, Docket No 
E,G999/CI-12-1344, June 24, 2014, Order Point 2 and Revised September 9, 2014, Order Point 2.  
2 In the Matter of a Commission Inquiry into Privacy Policies of Rate-Regulated Energy Utilities; Order Governing 
Disclosure of Customer Energy Use Data to Third Parties, Requiring Filing of Privacy Policies and Cost Data, and 
Soliciting Comment, Docket No E,G999/CI-12-1344, January 19, 2017; Order Point 2. 
3 Id. at 8. 
4 In the Matter of a Petition by Citizens Utility Board of Minnesota to Adopt Open Data Access Standards, Docket No. 
E,G-999/M-19-505. 
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Commission further requested that the Commissioner of Commerce seek authority to 
incur costs necessary to retain an independent expert to provide comments on a 
number of outstanding issues identified in the proceeding. 
 
Pursuant to the effort to seek expert input, in February 2021, the Commission hosted 
a technical conference with the Regulatory Assistance Project (RAP) regarding other 
states’ approaches to customer data practices and standards. RAP filed an issue brief 
addressing CEUD access in Minnesota and in other jurisdictions.5 In that brief, RAP’s 
study showed that at that time, Illinois and California had authorized utilities to 
provide anonymized data under varying requirements. Many of those requirements 
have since been integrated into Minnesota’s ODAS. 
 
The Department of Commerce (Department) also issued an RFP in March and again 
in April of 2021 for an independent expert. The Department filed a letter in August 
2021 notifying the Commission that it could not identify an expert, and that it would 
consult with the Department of Administration “on retaining an expert in the area of 
data privacy.” 6 The Department also indicated it would “seek assurance the state does 
not have pre-existing guidance concerning data practices and the types of policies the 
Department should or should not be supporting…until the Department has obtained 
sufficient assurances of its ability to make data-related recommendations that uphold 
the public interest and adhere to existing state policies, the Department cannot 
provide further policy recommendations.”  
 
The Standards were further refined in April 2022, when the Commission addressed a 
Minneapolis ordinance that required residential property owners to disclose building 
average energy use information to prospective tenants. Under the existing Standards, 
property owners would have needed to first receive tenant consent. The order 
authorized disclosure of CEUD confidence intervals reflecting tenants’ average energy 
usage to local governments without prior customer consent.7 
 
In February 2022, the Commission requested comments on further refining the 
Standards. After again considering the perspectives of numerous stakeholders, the 
Commission’s March 2023 Order, among other things, expanded application of the 
Standards to requests for aggregated CEUD including municipal boundaries and 
county boundaries and delegated authority to the Executive Secretary to establish a 

 
5 Regulatory Assistance Project, Access to Aggregated or Anonymized Customer Energy Use Data, filed in Docket No. 
E,G-999/M-19-505 (October 25, 2021). 
6 Notice of Request for Proposals, March 5, 2021 & Letter, Updating the Commission on RFP Status, August 6, 2021; 
Docket Nos. E,G999/CI-12-1344 and E,G999/M-19-505.  
7 In the Matter of a Joint Petition for Approval of the Process to Release Whole Building Data to Facilitate Local 
Residential Rental Ordinance Compliance, Docket No. E,G002,008/M-21-761, Order Approving Petition with 
Modifications (April 13, 2022). 
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comment period to further develop the record on various topics related to 
anonymized data. 
 
On December 1, 2023, the Commission issued a notice of comment to address Order 
point 5 of the March 2023 Order, which are addressed in these Comments.   
  
5.  The Commission delegates authority to the Executive Secretary to establish a comment 

period to further develop the record on the following topics regarding anonymized data 
under the Commission’s approved Open Data Access Standards:  

 
a. Identification of anonymized CEUD use-cases;  
b. Refinement of specific provisions of the contract requirements for anonymized data 

access for identified use cases;  
c. Ascertaining the appropriate threshold for limiting the application of the 

Standards to commercial and industrial natural gas and electric customers for 
anonymized CEUD requests;  

d. Establishing the shortest data time interval for anonymized CEUD requests 
under the Standards;  

e. Ascertaining the preferred method by which to apply the 15/15 anonymization 
screen to CEUD at 15-minute and hourly time intervals; and  

f. Ascertaining the ability of Utilities to respond to anonymized CEUD requests at 
varying time-scales. 

 
 

II. RESPONSE TO COMMISSION QUESTIONS 
 
Responses to the questions issued in the Notice are provided below. 
 

1. What specific use-cases for anonymized CEUD could be used by the 
Commission to continue to incrementally apply the Standards while 
maintaining the balance between customer privacy and CEUD 
access? 

 
To date, the Company has not been able to identify additional use cases for 
anonymized CEUD that maintain a proven balance between customer privacy and 
CEUD access. The Company is looking for but has not found independent, research-
based analysis to support anonymization standards that provide an objective basis for 
assessing the risk of re-identification of customer data for a given scope and time 
interval. As a result, the Company does not recommend additional use cases be added 
at this time. 
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2. What modifications, if any, should be made to the anonymized data 

access contract requirements set by ODAS section III.B.(2)(v)? 
 
We ask the Commission to reconsider its current approved data anonymization 
practices in the ODAS or, at least, not to expand the use of data anonymization 
practices until such time as an objective basis for assessing the risk of re-identification 
of customer data for a given scope and time interval. 
 
If the Commission chooses to retain its current data anonymization practices, we 
recommend one change to the existing contract requirements regarding data 
retention.  To specifically address the concern that anonymized data released to the 
public can never be strengthened, only weakened, we believe the ODAS should limit 
the duration a third party requester may retain anonymized CEUD. It is reasonable 
and prudent to add a requirement that a third party delete the data once it is no longer 
required, or after a certain time period, so that the data does not remain accessible 
after its initially intended purpose is accomplished. We recommend adding 
requirement F. to Section III: 
 

F. A third party that has received aggregated or anonymized customer 
CEUD shall delete the data once it is no longer required or 12 months 
after received (whichever is sooner).  

 
3. What modifications, if any, should be made to the shortest allowable 

time interval for anonymized data set by ODAS section IV.A.? 
a. Are utilities currently able to produce anonymized data sets 

using hour-long time intervals? 
 

Xcel Energy has the capability to produce anonymized CEUD data sets at one-hour 
time intervals using data from customers that have interval meters. Nevertheless, we 
do not support releasing anonymized CEUD at this time interval because, again, we 
do not have an objective basis for assessing the risk of re-identification of the data for 
a given scope or time interval.  
 
For further consideration, as the Company transitions customers to smart meters with 
a planned completion date by the end of 2025, customers who have opted out of 
smart meters will alter the outcome of hourly data, providing an incomplete data set. 
We have estimated the opt-out rate to be 0.50 percent. At this time, customer opt-out 
rates are consistent with that estimate. 
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4. What considerations should the Commission make regarding the 
application of the 15/15 anonymization screen to the shortest 
allowable time interval (currently one-hour intervals)?  

a. Does each interval of time need to pass the 15/15 
anonymization screen? 

 
For the reasons given above, the Company does not support changing to a smaller 
than 15/15 anonymization screen for the shortest allowable time interval.  However, 
no matter the time interval, the Company would prefer maximizing potential 
anonymity of each time interval by requiring that each interval pass the 15/15 
anonymization screen.  
 

5. Given the new customer exemptions added to the Standards at 
section III.E. by the Commission’s August 1, 2023 Order, is it 
necessary for the Commission to continue to maintain its previous 
policy of exempting large commercial and industrial customers with 
peak demands of 5 MW or more from aggregated building-level and 
anonymized CEUD datasets? 

a. If so, what is the appropriate threshold for limiting the 
application of the Standards to commercial and industrial 
natural gas and electric customers for anonymized CEUD 
requests? 

 
The Company looks forward to hearing from other parties on this issue; we do not 
currently have a position.  
 

6. Should the Commission consider making any technical corrections to 
the Standards? 

 
In addition to the concerns expressed above, the Company recommends a change to 
the “unique customer identifier” language in the ODAS.  Section III.B.2.(ii) requires: 
A unique customer identification code shall be assigned to each anonymous customer in a data set. 
The customer identification code shall remain consistent within the data set.  Our concerns 
include, for example, that if a high-usage customer’s unique identification code is 
provided in one data set and then removed for some reason from another data set, 
that that customer could then be identified based on previously provided or other 
publicly available data. 
 
We recommend the following addition to clarify that “unique customer identifier” will 
not be carried to other data sets. A unique customer identification code shall be assigned to each 
anonymous customer in a data set. The customer identification code shall remain consistent within the 
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data set and shall not be used in other data sets.  
 

7. Are there other issues or concerns related to this matter? 
 
As discussed above, the Commission has broadly defined PII and declared that a 
utility should refrain from disclosing CEUD without the customer’s consent unless 
the customer’s anonymity was adequately protected8.  
 
Xcel Energy takes its obligation to protect customer privacy seriously and understands 
from the Commission’s previous orders its expectation that utilities adhere to strict 
privacy practices. As such, the Company has internalized these expectations, which are 
now reflected in Company policies, procedures, and employee trainings. Setting 
anonymized CEUD data standards without an objective basis established for assessing 
the risk of re-identification of customer data for a given scope or time interval appears 
to run counter to these expectations, and the Company does not support a change in 
policy that could result in diminished customer privacy. 
 
If the Commission decides to require utilities to release anonymized data, we request 
guidance on how the Commission’s definition of PII coincides with state breach 
notification laws. PII is currently defined by the Commission as:  
 

customer data which can be used to distinguish or trace the identity of an 
individual (e.g., name, social security number, biometric records, etc.) alone, or 
when combined with other personal or identifying information which is linked 
or linkable to a specific individual (e.g., date and place of birth, mother’s maiden 
name, etc.). (Source: NIST’s Security and Privacy Controls for Federal 
Information Systems and Organizations; 800-53; April 2013).9 
 

In comparison, Minnesota’s state breach notification statute governs the release of:  
 

an individual’s first name or first initial and last name in combination with 
any one or more of the following data elements, when the data element is 
not secured by encryption or another method of technology that makes 
electronic data unreadable or unusable, or was secured and the encryption 
key, password, or other means necessary for reading or using the data was 
also acquired: (1) Social Security number; (2) driver's license number or 

 
8 In the Matter of a Commission Inquiry into Privacy Policies of Rate-Regulated Energy Utilities; Order Governing 
Disclosure of Customer Energy Use Data to Third Parties, Requiring Filing of Privacy Policies and Cost Data, and 
Soliciting Comment, Docket No E,G999/CI-12-1344, January 19, 2017; Order Point 2. 
9 Docket No. E, G-999/CI-12-1344, Order Denying Petition For Reconsideration And Granting Reconsideration For 
Limited Purpose Of Clarifying And Modifying Language, September 9, 2014. 
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Minnesota identification card number; or (3) account number or credit or 
debit card number, in combination with any required security code, access 
code, or password that would permit access to an individual’s financial 
account.10  

 
The combination of these definitions leads to a broad, largely undefined scope of 
customer data, which would appear to make it difficult to assess the risk of whether 
anonymization will result in re-identification. 
 

CONCLUSION 
 

Xcel Energy appreciates the opportunity to provide comments and to help shape how 
Minnesota utilities manage anonymized data to third parties in their data privacy 
practices. Even after over a decade of discussing methods to expand access to data 
while protecting customer CEUD, we are unable to identify an objective basis for 
assessing the risk of re-identification of anonymized customer data. As a result, we 
continue to support the discretion currently given to utilities to determine whether to 
share anonymized data, and we continue to support further development of the 
record, including continuing to seek expert analysis to help guide the path forward. 
 
 
Dated: February 16, 2024 
 
Northern States Power Company 

 
10 Minn. Stat. § 325E.61(e) 
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