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IN THE MATTER OF A COMMISSION 
INVESTIGATION ON GRID AND 
CUSTOMER SECURITY ISSUES RELATED 
TO PUBLIC DISPLAY OR ACCESS TO 
ELECTRIC DISTRIBUTION GRID DATA 

DOCKET NO. E999/CI-20-800 
 

SUPPLEMENTAL COMMENTS 

 
INTRODUCTION 

 
Northern States Power Company, doing business as Xcel Energy, submits these 
Supplemental Comments in response to the Minnesota Public Utilities Commission’s 
October 9, 2024 Notice of Supplemental Comment Period in the instant docket.  
 
First, we provide a brief background on Docket No. E999/CI-20-800, highlighting 
the establishment of the Grid Security Workgroup by the Commission to address the 
increasing threats to critical infrastructure. The workgroup, which the Company 
participated in and includes representatives from other Minnesota utilities, state and 
federal agencies, and security experts – as well as two developers – convened for three 
meetings in 2024. The workgroup agreed that there are significant security risks to the 
electric grid from foreign and domestic bad actors, and that the NARUC Grid Data 
Sharing Playbook (NARUC Playbook) is a valuable tool for guiding data sharing 
discussions, balancing state goals pertaining to the clean energy transition with 
security. 
 
Second, we address the three topics open for comment.  In this, we include a 
potential roadmap for utilizing the NARUC Playbook and articulate concerns 
associated with the potential for grid data to be used inappropriately or, in the case of 
foreign or domestic adversaries, nefariously. 
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SUPPLEMENTAL COMMENTS 
 
I. BACKGROUND 
 
The history of the 20-800 docket is rooted in the ongoing need to address grid and 
customer security issues related to public display or access to electric distribution grid 
data. Recognizing the heightened geopolitical risks and increased domestic threats to 
critical infrastructure – and the paucity of expertise in the record from security experts 
at the time other than from Xcel Energy – in their June 7, 2023 Order in this docket, 
the Commission established a Grid Security Workgroup to develop the record more 
fully. 
 
Participants in the Workgroup sessions that occurred on July 26, 2024; August 2, 
2024; and September 20, 2024, agreed that the threat landscape remains serious, and 
that foreign actors and Domestic Violent Extremists (DVEs) pose significant risks. 
Nation-states such as China, Russia, and Iran continue to target U.S. critical 
infrastructure through cyber operations. For instance, the Office of the Director of 
National Intelligence (ODNI) considers China the most active and persistent cyber 
threat to U.S. Government, private-sector, and critical infrastructure networks.1 
Similarly, Russia and Iran also pose significant threats through their cyber capabilities 
and willingness to conduct aggressive operations against U.S. infrastructure.2,3  The 
workgroup, comprising representatives from various utilities, state and federal 
agencies, and security experts, as well as two developers, agreed that the NARUC 
Playbook would be a useful tool for facilitating discussions on data sharing. During 
the workgroup meetings, participants, including representatives from the FBI, 
emphasized the necessity of revisiting access permissions regularly and maintaining 
robust security protocols. 
 
Foreign adversaries are not the only threat to critical infrastructure, which includes 
our distribution grid. DVEs and criminal actors are increasingly calling for and 
carrying out physical attacks against critical infrastructure, particularly in the energy 
sector. DVEs see such attacks as a means to advance their ideologies and achieve their 
sociopolitical goals. DVEs, particularly Racially Motivated Violent Extremists 
(RMVEs) promoting accelerationism – an ideology that seeks to destabilize society 
and trigger a race war – have encouraged mobilization against lifeline and other critical 

 
1 https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf 
2 https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf 
3 https://home.treasury.gov/news/press-releases/jy2292 

https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
https://home.treasury.gov/news/press-releases/jy2292
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functions, including attacks against the energy, communications, and public health 
sectors.4 
 
There have been multiple incidents of people with these ideologies and goals planning 
and – in some cases – executing attacks. In 2023, two men were sentenced in federal 
court for conspiring to attack power grids throughout the United States to promote 
white supremacy ideology.5 In 2022, an individual conspired to carry out attacks 
against critical infrastructure, specifically electrical substations, in furtherance of 
racially or ethnically motivated violent extremist beliefs. The individual posted links to 
open-source maps of infrastructure, which included the locations of electrical 
substations, and described how a small number of attacks on substations could cause 
a “cascading failure.” The individual also discussed maximizing the impact of the 
planned attack by hitting multiple substations at one time.6  Additionally, just on 
November 2, 2024, the FBI arrested a man after he allegedly tried to attack 
Nashville’s power grid by arming a drone with explosives and firing it into an energy 
facility to “further his violent white supremacist ideology.”7 
 
Given these very real, ongoing threats to the security of the electric grid, and thus, the 
safety of our customers, workgroup participants agreed that the data points in 
question needed to be carefully evaluated, and that the NARUC Playbook is an 
excellent tool to guide discussions on what data can and should be shared and how it 
should be shared and protected. This playbook lays out best practices and 
methodologies for data sharing while emphasizing the need to balance transparency 
with the security of critical infrastructure. By utilizing the NARUC Playbook, the 
workgroup believes we can develop a robust framework that not only facilitates the 
sharing of the minimum necessary data, but also ensures that such sharing is done 
with the highest security standards in mind. 
 
The Grid Security Workgroup also reached a consensus to request that the 
Commission establish a permanent Grid Security Workgroup with specific guiding 
goals. These decisions will be discussed in the hearing scheduled for January 16, 2025, 
in Docket No. 20-800. The Company looks forward to participating in these 
conversations and finding a solution that balances support for Distributed Energy 

 
4 https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-
2024_508C_V6_13Sep23.pdf 
5 https://www.justice.gov/usao-sdoh/pr/2-men-sentenced-prison-domestic-terrorist-plans-attack-power-
grids 
6 https://www.justice.gov/usao-md/pr/maryland-woman-and-florida-man-face-federal-charges-conspiring-
destroy-energy-facilities 
7 https://www.capitaliq.spglobal.com/apisv3/spg-webplatform-
core/news/article?id=86114337&KeyProductLinkType=58&utm_source=MIAlerts&utm_medium=realtime
-minewsresearch-newsnonfeature-electric%20utilities&utm_campaign=Alert_Email 

https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf
https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf
https://www.justice.gov/usao-sdoh/pr/2-men-sentenced-prison-domestic-terrorist-plans-attack-power-grids
https://www.justice.gov/usao-sdoh/pr/2-men-sentenced-prison-domestic-terrorist-plans-attack-power-grids
https://www.justice.gov/usao-md/pr/maryland-woman-and-florida-man-face-federal-charges-conspiring-destroy-energy-facilities
https://www.justice.gov/usao-md/pr/maryland-woman-and-florida-man-face-federal-charges-conspiring-destroy-energy-facilities
https://www.capitaliq.spglobal.com/apisv3/spg-webplatform-core/news/article?id=86114337&KeyProductLinkType=58&utm_source=MIAlerts&utm_medium=realtime-minewsresearch-newsnonfeature-electric%20utilities&utm_campaign=Alert_Email
https://www.capitaliq.spglobal.com/apisv3/spg-webplatform-core/news/article?id=86114337&KeyProductLinkType=58&utm_source=MIAlerts&utm_medium=realtime-minewsresearch-newsnonfeature-electric%20utilities&utm_campaign=Alert_Email
https://www.capitaliq.spglobal.com/apisv3/spg-webplatform-core/news/article?id=86114337&KeyProductLinkType=58&utm_source=MIAlerts&utm_medium=realtime-minewsresearch-newsnonfeature-electric%20utilities&utm_campaign=Alert_Email
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Resources (DER) with maintaining the safety and reliability of the grid for our 
customers. 
 
II. COMMENTS ON WORKGROUP RECOMMENDATIONS 
 
From the workshop, the parties requested Commission guidance on several key items. 
They recommended that the Commission affirm that the minimum necessary data 
should be shared and that it should be shared securely. This recommendation 
underscores the importance of limiting data sharing to only what is essential, thereby 
minimizing potential security risks. 
 
Additionally, the parties recommended authorizing the workgroup to determine the 
security methods to be employed via the NARUC Grid Data Sharing Framework. By 
leveraging this framework, the workgroup can ensure that the most effective and up-
to-date security measures are implemented, providing a robust defense against 
potential threats. 
 
The parties also recommended that the Commission approve the use of the NARUC 
Grid Data Sharing Framework in working through data sharing disagreements. This 
framework provides a structured approach to resolving conflicts, ensuring that all 
parties have a clear understanding of their roles and responsibilities. Furthermore, the 
parties suggested affirming the continuation of a standing workgroup that can be 
called by parties or the Commission to review future data sharing disagreements, 
similar to the Distributed Generation Workgroup (DGWG). This workgroup would 
provide a reliable forum for addressing ongoing data sharing issues. 
 
Another important recommendation was the request for clarity from the Commission 
that federal requirements should be included in discussions, not just state 
requirements and priorities. This inclusion ensures that all relevant regulations and 
guidelines are considered, providing a comprehensive approach to data sharing and 
security. 
 
While we agree with the majority of the workgroup's recommendations, we would like 
to provide additional comments and clarifications on certain aspects. One area of 
agreement is the recognition of the significant security risks posed by foreign and 
domestic bad actors. The workgroup has highlighted the threats from nation-states 
such as China, Russia, and Iran, as well as DVEs who target critical infrastructure to 
advance their ideologies. We concur with the workgroup's assessment and emphasize 
the need for robust security measures to mitigate these risks. 
 
However, we also believe that the Commission's authority regarding data security 
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needs to be clearly defined. Currently, the Commission lacks the regulatory oversight 
to mandate that parties receiving data keep data secure. This limitation underscores 
the need for a more structured approach to data protection. To address this gap, we 
request that the Commission direct the workgroup to determine the necessary security 
measures for the data. These measures would serve as a baseline to ensure that all 
parties handling sensitive grid information adhere to a consistent level of security, 
thereby safeguarding critical infrastructure from potential threats. 
 
Furthermore, we suggest that utilities should have the discretion to withhold data 
from parties that do not meet these established security standards. While this 
approach places additional responsibility on utilities to manage data access, it is a 
necessary measure to ensure that only qualified and secure entities can access sensitive 
grid information. By implementing these standards, we can create a more secure and 
resilient grid infrastructure, protecting both the utilities and the customers they serve. 
 
In conclusion, we support the workgroup's recommendations and believe that they 
provide a solid foundation for enhancing grid security and data sharing practices. By 
establishing minimum security standards and creating a permanent workgroup, we can 
ensure that the necessary steps are being taken to protect sensitive grid information 
from potential threats. We look forward to participating in the ongoing discussions 
and finding a solution that balances support for DER with maintaining the safety and 
reliability of the grid for our customers. 
 
III. UTILIZATION OF THE NARUC PLAYBOOK 
 
The NARUC Playbook, submitted into the record on October 9th, 2024, is a 
comprehensive approach designed to address the complexities of data sharing and 
security within the energy sector. This framework is built upon the principles outlined 
in the NARUC Playbook, which provides valuable insights and guidelines for 
effective data sharing while balancing transparency with the security of critical 
infrastructure. 
 
One of the key benefits of the NARUC Playbook collaborative framework is its 
iterative nature. This allows for continuous improvement and adaptation to the 
evolving security landscape. By regularly revisiting and updating the framework, 
stakeholders can ensure that it remains relevant and effective in addressing current 
and emerging threats. Additionally, the framework's flexibility makes it applicable to 
various data sharing use cases, accommodating the unique needs and circumstances of 
different stakeholders. 
 
The framework emphasizes the importance of setting policy-based goals. This 
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involves establishing clear objectives that align with broader policy priorities, such as 
enhancing grid reliability, promoting innovation, and protecting consumer privacy. By 
aligning data sharing initiatives with these goals, the framework ensures that they 
contribute to overarching policy objectives. 
 
Another critical aspect of the framework is the definition of party positions. By clearly 
outlining the roles and responsibilities of different stakeholders, the framework helps 
to ensure that everyone involved understands their obligations and can work together 
more effectively. This clarity fosters collaboration and minimizes conflicts, making it 
easier to achieve common goals. 
 
The use of concrete examples, or use cases, is another strength of the framework. 
These use cases provide practical illustrations of how data sharing can be 
implemented, highlighting potential benefits and challenges. By evaluating use cases 
based on policy priorities, best practices, and potential impacts, the framework 
ensures that data sharing initiatives are grounded in real-world scenarios and designed 
to achieve tangible outcomes. 
 
Finally, the framework underscores the need to assess data sharing tactics after 
establishing minimum security needs. This step is crucial for ensuring that data 
sharing practices are both effective and secure. By identifying and implementing 
appropriate security measures, the framework helps to protect sensitive information 
and mitigate potential risks. 
 
The workgroup has already begun using the NARUC Playbook collaborative 
framework to guide its discussions and evaluations. This proactive approach has 
allowed the workgroup to make progress in addressing data sharing and security 
issues. Below, we provide a potential roadmap for using the NARUC Playbook to 
continue evaluating the question of sharing grid data. This roadmap includes steps 
such as identifying key stakeholders, defining data sharing objectives, developing use 
cases, and implementing security measures. By following this roadmap, the workgroup 
can ensure that data sharing initiatives are both effective and secure, ultimately 
enhancing the reliability and security of the grid. 
 
In light of these benefits, we strongly support the request for the NARUC Playbook 
collaborative framework to be used by a standing workgroup to consider data sharing 
and security issues. The framework's iterative, flexible, and non-prescriptive nature, 
combined with the valuable insights from the NARUC Playbook, makes it a powerful 
tool for achieving policy-based goals, defining party positions, leveraging use cases, 
and assessing data sharing tactics. 
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A. Proposed Roadmap for Evaluating Grid Data Using the NARUC 
Playbook 

 
Table 1 provides a potential roadmap for evaluating and implementing data sharing 
practices, using the NARUC Playbook. In the table, we also indicate any progress that 
has been made towards each step in the workgroup thus far. 
 

Table 1 
Roadmap for Evaluating and Implementing Data Sharing Practices 

Step Description Details Completeness 
1. Determine the 
Desired Outcome 

Define the desired 
outcomes of 
sharing 
distribution grid 
data. 

- State Priorities: Consider state 
regulatory requirements, policy 
objectives, and public interest 
goals.  
- Utility Priorities: Identify the 
benefits and challenges for 
utility companies, including 
operational improvements, 
customer service enhancements, 
and compliance requirements.  
- Developer Priorities: Assess 
the needs and expectations of 
developers who rely on grid 
data for planning and 
developing energy projects. 

Complete 

2. Determine the 
Appropriate Use 
Cases for the Data 

Identify specific 
use cases for the 
shared data. 

- Short description of the 
scenario for which grid data 
sharing is relevant.  
- Use case format: "As 
(persona), I want (what), so that 
(why)."  
- Determine if the use case is 
appropriate and valid.  
- Determine the minimum 
necessary amount of data. 

In Progress 

3. Determine 
Potential Impacts of 
Sharing Data 

Evaluate the 
potential impacts 
of sharing the 
minimum 
necessary data. 

- Operational Security: Risks to 
grid security and integrity.  
- Data Privacy: Protection of 
customer information and 
compliance with privacy 
regulations. Data privacy issues 
need to be resolved before data 
can be shared.  
- Market Dynamics: Effects on 
competition, market efficiency, 

Not Started 
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Step Description Details Completeness 
and innovation.  
- Cost-Benefit Analysis: 
Weighing the costs of data 
sharing infrastructure against 
the anticipated benefits. 

4. Determine 
Appropriate Security 
Measures/Protections 
for Data 

Implement robust 
security measures 
to protect the data 
being shared. 

- Data Encryption: Ensuring 
that data is encrypted both in 
transit and at rest.  
- Access Controls: Defining 
access levels and ensuring that 
only authorized parties can 
access sensitive information.  
- Monitoring and Audit: 
Continuously monitoring data 
access and usage, and 
conducting regular audits to 
detect and address any security 
breaches.  
- Compliance: Adhering to 
relevant regulations and 
standards for data security and 
privacy.  
- Enforcement Responsibility: 
Identifying who is responsible 
for enforcing compliance with 
security measures. 

Not Started 

5. Reevaluate Current 
Data Sharing 
Practices 

Examine and 
reassess the 
current data 
sharing practices 
to identify any 
gaps or areas for 
improvement. 

- Reviewing Existing Protocols: 
Analyzing existing data sharing 
agreements, protocols, and 
practices.  
- Benchmarking: Comparing 
current practices with industry 
standards and best practices.  
- Stakeholder Feedback: 
Gathering feedback from 
stakeholders to understand their 
experiences and concerns with 
current practices. 

Not Started 

6. Determine Data 
Sharing Tactics 

Establish concrete 
tactics for data 
sharing, ensuring 
alignment with the 
outcomes and use 
cases identified. 

- Collaboration: Engaging 
stakeholders in the development 
and implementation of data 
sharing strategies.  
- Standardization: Developing 
and adopting standardized data 
formats, protocols, and 
interfaces to facilitate seamless 

Not Started 



9 

Step Description Details Completeness 
data exchange.  
- Transparency: Maintaining 
transparency in data sharing 
processes, including clear 
communication about what data 
is being shared and how it will 
be used.  
- Continuous Improvement: 
Regularly reviewing and 
updating data sharing practices 
to adapt to evolving needs and 
technologies. 

 
We note that privacy is an integral part of the NARUC Playbook process.8  Per the 
Playbook, the workgroup needs to be cognizant of not jeopardizing the privacy 
expectations of utility customers when evaluating the sharing of grid data.9  However, 
per the Commission’s October 30, 2020, notice in this proceeding: 
 

This docket focuses on electric distribution grid and customer security. Changes to customer 
privacy policies are not in scope. Privacy and data access issues are addressed in Docket Nos. 
E,G999/M-19-505 and E,G999/CI-12-1344. 

 
Accordingly, it is our understanding that any criteria for sharing of data in the Grid 
Security Workgroup need to align with current customer privacy policies. So far, this 
question has not been addressed by the Grid Security Workgroup.  We recommend 
that privacy be included in the scope of the workgroup, within the context of the 
NARUC Playbook, to ensure that none of the potentially shared data violates privacy 
rules and policies.  Once the workgroup works though security issues and concerns, 
we would evaluate the data through a privacy lens to ensure that none of the data 
violates the privacy of our customers per established rules.10 
 
IV. INFORMATION FROM SECURITY EXPERTS AND NEW 

PARTIES 
 
In the realm of grid data security, it is paramount to emphasize the importance of 
adopting a zero-trust model for handling data. In the workgroup, security experts, 
including those from the FBI and the Cybersecurity and Infrastructure Security 

 
8 Privacy is included in consideration of existing precedents or requirements, potential impacts of sharing 
data, and applicability of industry standards and data requirements as they pertain to data sharing tactics. 
9 National Association of Regulatory Utility Commissioners (NARUC), NARUC Grid Data Sharing Playbook 
(Washington, D.C.: NARUC, 2023), pages 15 – 17, 20 – 22. 
10 Docket No. 19-505. 
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Agency (CISA), stated that this model is the standard for ensuring data security. This 
model is built on the principle that access to grid data should be meticulously 
controlled and monitored. Specifically, anyone seeking access to this sensitive 
information must first prove their identity and demonstrate a legitimate need for the 
data. Furthermore, access should be granted on a view-only basis, ensuring that 
individuals can see the data but cannot download or manipulate it in any way. 
 
During the workgroup, security experts, including those from the FBI and CISA, 
expressed significant concerns about the current state of data security. These concerns 
are more pronounced than what has been previously discussed in written filings in 
this docket. The FBI, in particular, has recommended against sharing grid data on the 
public internet, highlighting the potential risks and vulnerabilities associated with such 
practices. Given these expert opinions, it is crucial to reconsider our current data 
sharing practices and work towards identifying and implementing best practices that 
ensure the necessary level of security. 
 
The recent Workgroup Report and the notes from Workshops 1 and 2 underscore 
these points. During the workgroup meetings, various parties, including 
representatives from the FBI, emphasized the necessity of revisiting access 
permissions regularly to ensure that only those with a current and legitimate need can 
access the data. They also highlighted the importance of maintaining robust security 
protocols and continuously educating those with access to data on how to safeguard it 
effectively. 
 
In light of these discussions, it is clear that a zero-trust model is not just a theoretical 
ideal but a practical necessity. By implementing stringent access controls and 
continuously evaluating and updating our data sharing practices, we can better protect 
our grid infrastructure from potential threats and ensure that sensitive information 
remains secure. 
 
A. Spreadsheet Updates 
 
On October 8, 2024, we filed an update to the spreadsheet we filed on September 19, 
2024.  The updated version includes further clarifications and additional responses 
from developers and utilities who participated in the workgroup thus far.  However, 
we have significant concerns regarding the potential public sharing of all data points 
within the spreadsheet, and we urge caution in handling these data points and 
emphasize the importance of maintaining confidentiality where necessary. 
The risk of making this information public is twofold. Firstly, there is the concern 
about the ability of data recipients to protect the data. Secondly, if the data is 
available, a developer could use it to create a clearline map of our system, and a bad 
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actor or foreign adversary could do the same. This introduces significant security risks 
that cannot be overlooked. 
 
We have already experienced an incident where a clearline map of a portion of our 
system was made, utilizing the hosting capacity data we share publicly.   This 
information was shared with us by a third party who received the clearline map from a 
developer. This is an inappropriate use of our data that goes beyond its intended 
purpose and creates risks for our customers and our system. Such misuse of data 
underscores the need for stringent data access controls and the importance of 
anonymizing sensitive information before sharing it. 
 
In light of these concerns, we recommend utilizing the NARUC playbook and the 
roadmap we outlined in Section II.A.  By creating a thoughtful and thorough system 
of access using the guiding principles of the NARUC Playbook, we can better protect 
our grid infrastructure from potential threats and ensure that sensitive information 
remains secure. 
 

CONCLUSION 
 
In conclusion, we would like to extend our heartfelt gratitude to the Department of 
Commerce Office of Energy Reliability and Security, Commission Staff, the FBI, and 
all the other participants in the workgroup for their invaluable contributions and 
dedication to this important topic. The collective efforts have been instrumental in 
building a more robust record in this docket. The insights and recommendations 
provided by each participant have significantly enriched the discussions and have laid 
a strong foundation for future actions. 
 
We respectfully ask the Commission to: 

• Establish the Grid Security Working Group. 
• Approve the use of the NARUC Playbook for evaluating grid data sharing. 
• Direct the workgroup to determine the necessary security measures for the 

data. 
• Grant utilities the discretion to withhold data from parties that do not meet 

these established security standards. 
• Include privacy in the scope of the workgroup, within the context of the 

NARUC Playbook. 
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We look forward to continuing this collaborative effort to ensure the safety, reliability, 
and security of our grid infrastructure for the benefit of our customers and other 
stakeholders. 
 
Dated:  November 12, 2024 
 
Northern States Power Company 
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