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DOCKET NO. E002/M-19-685 
 

REPLY COMMENTS 

 
INTRODUCTION 

 
Northern States Power Company, doing business as Xcel Energy, submits these Reply 
Comments in response to the Comments received by parties on December 30, 2019 
regarding our 2019 Hosting Capacity Analysis (HCA) report.   
 
We appreciate the Comments of the Minnesota Department of Commerce, Fresh 
Energy, and the Interstate Renewable Energy Council (IREC) and the recognition 
that we have significantly advanced our HCA report.  With this report, we engaged 
more deeply with stakeholders and responded to their feedback – increasing the 
functionality of the Heat Map and making additional system detail available. 
 
In this Reply, we provide the information requested by the Department and respond 
to parties’ comments and questions regarding our 2019 HCA in the following areas: 
the frequency of analysis and relation to the interconnection process, grid and 
customer security, privacy and confidentiality, and stakeholder engagement.  
 
Xcel Energy recognizes the hosting capacity analysis as an important part of system 
planning that contributes to Minnesota’s public policy objectives for Distributed 
Energy Resources (DER).  We are proud of the significant progress we have made to 
advance the value of the HCA report in a meaningful way to-date, which parties 
recognized in Comments.  We have made these changes and advanced our HCA in 
response to the Commission and stakeholder feedback, learnings from the few other 
national utilities that are also doing this type of analysis, and our work with EPRI.   
 
With our 2018 HCA, we observed that hosting capacity analysis was at a critical 
juncture where the Commission may need to further clarify the objectives of the HCA 
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to avoid potentially conflicting objectives or misplaced expectations on future HCA 
reports.  For our 2019 HCA, the Commission provided additional direction – and in 
response, we expanded the information we provide with our HCA results, and we 
more deeply engaged with developers and other stakeholders to better understand 
their expectations regarding how a hosting capacity analysis may be a more valuable 
precursor to the interconnection process.  While stakeholder participation was lighter 
than we hoped, we appreciate the time and thoughtfulness stakeholders who 
participated in our workshop and survey dedicated to providing helpful and candid 
information and feedback to inform future analyses. 
 
Some of the feedback we sought was regarding the frequency of hosting capacity 
analysis and its relation to Minnesota’s statewide standard Distribution 
Interconnection Process (MN DIP) – specifically in relation to the information 
included in the current pre-application data report available in MN DIP.  We took 
some steps to provide additional information currently provided only in the pre-
application data report with our HCA, and in this Reply, we clarify further the 
challenges or concerns involved with providing other pre-application data with the 
HCA.  We also commit to providing a full analysis of publishing HCA data more 
frequently – and, a full analysis of further integrating pre-application data into our 
2020 HCA if the Commission agrees with the Department’s recommendation that we 
develop a specific plan to integrate the pre-application data report and the HCA 
 
That said, we believe our HCA continues to be at a critical juncture in terms of its role 
in helping Minnesota achieve public policies related to DER.  We continue to believe 
that the HCA report is intended to provide insight as to potential feeder capacity, and 
is only one tool among several necessary to accommodate and integrate DER without 
causing adverse impacts on the distribution system.   
 
We also believe there are important, relevant, and timely considerations of grid and 
customer security, privacy and confidentiality that must be factored into any future 
plans or directions for the HCA. As we explain in this Reply, fundamentally, just 
because a utility or another state is handling an issue or data differently does not make 
it wrong for another utility or state to do it differently – particularly in the case where 
grid and customer security and privacy hang in the balance, there must be a clear 
demonstration that the public interest outweighs the risks.  The legislative and 
regulatory framework in Minnesota is not at this time driving to transform the utility 
paradigm and create markets for DER like it is in other leading HCA states, such that 
an argument for public disclosure of the data we have sought to protect would 
outweigh the security and privacy risks.   
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Further, since the time that certain public utilities commissions and/or individual 
utilities decided, deliberately or not, to publicly publish or otherwise provide 
distribution grid information, national security concerns have increased.  The 
President’s National Infrastructure Advisory Council, an executive council charged 
with examining cross-sector critical infrastructure security and resilience issues, issued 
a Report in December 2019 stating that “escalating cyber risks to America’s critical 
infrastructures present an existential threat to continuity of government economic 
stability, social order, and national security.”  The report continues and concludes 
saying “It is not a matter of if, but when, an attack will happen. Our window of 
opportunity to thwart a cyber 9-11 attack before it happens is closing quickly.”   
 
These threats are not just to our grid, and the impacts that may result to our 
customers and Minnesota generally – but also to the direct security of our customers.  
In addition to a number of our customers being part of the nation’s and state’s critical 
infrastructure, we expect all customers would have some level of economic, social, 
and/or other concerns for the security of their homes, businesses, and energy/utility 
service.  Additionally, we are not convinced that customers would want the details of 
how their facilities connect to the distribution grid publicly revealed.  So, in addition 
to the usage-related privacy concerns we discussed at length in our HCA filing, we 
believe the details of customers’ grid connections themselves warrant cautionary 
treatment.       
 
Fundamentally, our treatment of grid and customer data in the HCA is responsible, 
appropriate, and fully supported.  We are happy to engage with the Commission in a 
further dialogue about grid data, and grid and customer security, privacy, and 
confidentiality.  However, that discussion should involve all utilities, relevant experts 
with a role in protecting critical infrastructure, and customers.  If that discussion does 
take place, it would be important that the discussion not provide a public road map 
on how to disrupt to the distribution system and service to customers. 
 
Finally, we note our appreciation for the Department’s analysis that synchronized the 
Commission’s most recent Order requirements with the requirement to also provide 
the information required in past HCA Orders.  To the extent the Commission decides 
to continue past requirements for our 2020 HCA, we respectfully request the 
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Commission to memorialize the specific requirements in relation to any new 
requirements that may intersect, such as the Department outlined in Comments.   
 
In the balance of this Reply, we first focus on comments regarding our 2019 HCA 
report, and then discuss the comments regarding future hosting capacity analyses, 
security, privacy, and confidentiality considerations, and stakeholder engagement. 
 

REPLY COMMENTS 
 
I. 2019 HCA MODEL, RESULTS, AND ACCURACY  
 
In this section we provide additional information about the comparison of DRIVE to 
other models and the mitigation solution analysis we performed. We also clarify some 
methodological details.  
 
A. HCA Model Comparison 
 
The August 2019 Order required the Company to provide an analysis of the DRIVE 
tool, which we provided in our HCA report on pages 5-6 of our Compliance filing 
and in Appendix A.  The Department requested the Company to provide further 
information to support our analysis of comparing DRIVE to other methodologies 
and interconnection study results.  Specifically, the Department requested that we 
explain the capabilities of Synergi and its role in fulfilling this requirement.  
 
There are three established commercially-available tools that can conduct a hosting 
capacity analysis. They include Synergi, Cyme and DRIVE.  In California, the 
Integrated Capacity Analysis (ICA) method uses two of those models to determine 
hosting capacity.  PG&E and SCE used Cyme, while SDG&E uses Synergi.  We 
compared DRIVE results to Synergi, because we have the Synergi software tool, and 
because it is a relevant comparison to what is being used with the ICA methodology 
in the industry. Our positive correlation with that tool also aligns with SDG&E’s 
findings, which are highlighted in our report.  We would not be able to do an actual 
comparison of tools that we do not maintain – including Cyme.  We therefore paired 
our direct analysis with an EPRI report that compares the various methodologies 
being employed in the industry. 
 
We believe the information we provided in our 2019 HCA fully responds to the 
Commission’s directive in the August 2019 Order.  Therefore, in response to the 
Department’s recommendation that we repeat this analysis in our 2020 HCA report, 
we do not believe there is much to be gained by conducting a similar analysis.  Rather, 
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we suggest that we report any substantive HCA advancements or shifts that we 
observe in the industry in our 2020 HCA. 
 
B. 2018 HCA Mitigation Options Analysis 
 
Our 2018 HCA results showed 95 feeders with zero hosting capacity.  The 
Commission’s August 2019 Order required the Company to analyze these feeders in 
more detail to better understand how hosting capacity might be increased.  In 
response to this requirement, we engaged EPRI – and, as discussed in our filing, were 
the first utility to use a new mitigation assessment tool they developed that allowed 
for a streamlined analysis of a large number of feeders.  As we discuss below, without 
use of this tool, we would not have been able to complete this analysis in a timely 
manner. 
 
First, we stress the complexity and novelty of this analysis.  We believe this was one of 
the first attempts in the utility industry at automating a mitigation assessment for 
hosting capacity – an approach we believe was necessary given the nature of the 
analysis, the volume of feeders, and the compressed timeframe.  We are fortunate we 
were able to partner with EPRI to utilize their cutting-edge advancements in this area.  
Still, we note that it took approximately 400 hours of their time to provide results for 
just the most cost-effective solution at one location for each feeder.  Expanding the 
analysis to encompass all potential solutions would have exponentially increased the 
complexity and time, and would not have been completed in time to meet our filing 
deadline. 
 
Instead of providing multiple specific solutions for each feeder, we provided seven 
typical mitigations used to solve voltage and thermal problems and three additional 
solutions to address any remaining issues.  In our report we document approximate 
costs for those mitigations – and by focusing on the least cost alternative, it is 
apparent that all other options will be more expensive.  Furthermore, we provided 
mitigation cost Tiers for the feeders with zero hosting capacity, which should help 
provide more insight on typical costs for the mitigations used.  We believe this 
approach and information is consistent with our feedback and the resulting discussion 
at the hearing on our 2018 HCA report that resulted in the Ordering Point Nos. 3A 
and 3B of the Commission’s August 15, 2019 Order.  We also believe this additional 
discussion regarding our approach and analysis is also responsive to the Department’s 
Request 4, which sought an explanation that establishes a reasonable basis for our 
approach in relation to the Department’s reading of the Order requirements. 
 
In response to Fresh Energy’s questions about the mitigation tool and analysis, we 
note that we have not compared the results to actual interconnection studies, as it 
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would require that the interconnection study was performed at the exact location that 
was assumed in the mitigation tool analysis (mid-point of the feeder). Consequently, 
this would make any error ranges, if produced as part of the tool, subjective without 
sound data for multiple locations.  As we have previously stated, and as acknowledged 
by IREC, we also believe comparing the HCA results to actual interconnection studies 
provides limited value.  We respond to Fresh Energy’s questions about how the 
Advanced Planning Tool for which we proposed certification in our 2019 Integrated 
Distribution Plan will be used to improve the detail of the HCA in Section II.I 
below.1 
 
C. Sub-Feeder Defined 
 
Fresh Energy requested we explain how sub-feeder is defined, and whether we apply 
the definition consistently for every feeder.  Generally, “sub-feeder results” means 
that the results are more granular than for an entire feeder.  The sub-feeder results 
contained in our 2019 HCA are based off of section, or “nodal” results produced by 
DRIVE.  In an effort to make the Heat Map practically useful, we combine nodal 
results into sections.  We do this consistently for every feeder and break down the 
colors on the heat map according to the values displayed in the legend. 
 
D. Daytime Minimum Load 
 
Finally, we clarify the daytime minimum load (DML) information we portrayed in our 
2019 HCA report was only partially based on actual DML information.  On page 5 of 
our compliance filing, we outlined the improvements we made to our 2019 HCA 
compared to previous iterations.  While we stated that the DML information used in 
our analysis was actual DML results for 25 percent of our feeders, we did not make 
clear that the balance of DML information for our system was based on estimated 
DML.  As we have explained in previously HCA reports, we are only able to obtain 
actual DML information for the portion of feeders on our system equipped with 
Supervisory Data Access and Control (SCADA) capabilities.2  The description of the 
DML information used in our analysis should have read as follows, with changes 
noted in red font: 

• Use of Actual Daytime Minimum Load (DML) Data: We determined actual DML 
data for every feeder with large amounts of existing DER, where possible.  As a 
result, we used actual DML values for approximately 25 percent of feeders in 

                                           
1 See Xcel Energy IDP, Docket No. E002/M-19-666 (November 1, 2019). 
2 Approximately 60 percent of our substations have SCADA and these substations serve approximately 90 
percent of our customers. 
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the DRIVE analysis.3  We continued to establish actual DML values during the 
rest of the HCA process for the rest of the SCADA-enabled feeders on our 
system, and feeders in the heat map and tabular results spreadsheet have DML 
data.  The majority of the DML values are actual DML values, with the remaining 
being approximations based on a percentage of the known peak. 

 
II. FUTURE HOSTING CAPACITY ANALYSES 
 
All parties suggested the HCA be conducted or updated more frequently than its 
current annual cycle, and also that the HCA be further integrated with the current pre-
application data report step of the Interconnection Process – or to better understand 
what that might involve.  There was also interest in the granularity of the information 
presented to users, and the potential expansion of the current DER generation 
hosting capacity analysis to a system load analysis.  This is consistent with feedback 
presented during our stakeholder discussions in September 2019.   
 
A. Role of HCA in Relation to Interconnection Process 
 
Minnesota is a leader in terms of requiring HCA.  In other leading states however, 
public policies surrounding DER are often an outcome of shifts in the regulatory 
paradigm, and in some cases – namely California and New York – public policies 
intended to develop or further competitive DER markets.  While Minnesota too has 
public policies supporting increased deployment of DER – and the Commission is 
taking action to further those policies – the circumstances in Minnesota are different.   
 
For example, in 2017 the California Legislature enacted legislation to further 
California’s commitment to reducing greenhouse gas emissions and deploying DER – 
and the California Commission has been actively considering augmentations and 
refinements to many of DER policies in Commission proceedings over a significant 
period of time.  The 2017 Legislative DER action plan was intended to align the 
Commission’s vision and actions to shape California’s DER future.4  One of the 
vision elements for DER to meet grid needs through a transparent, seamless planning 
and sourcing process that (1) removes barriers for utilities, (2) establishes DER 
sourcing mechanisms, and (3) recognizes DER cost-effectiveness and valuation 
frameworks that reflect full grid services – and includes supporting attributes, 
including improved hosting capacity estimates that minimize the need for 

                                           
3 This includes some feeders without DER for which we had previously determined actual DML. 
4Seehttps://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Co
mmissioners/Michael_J._Picker/DER%20Action%20Plan%20(5-3-17)%20CLEAN.pdf 

https://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/DER%20Action%20Plan%20(5-3-17)%20CLEAN.pdf
https://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/DER%20Action%20Plan%20(5-3-17)%20CLEAN.pdf
https://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/DER%20Action%20Plan%20(5-3-17)%20CLEAN.pdf
https://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/DER%20Action%20Plan%20(5-3-17)%20CLEAN.pdf
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interconnection studies and ensure greater cost certainty, and streamlining of utility 
application practices. 
 
Specifically related to the integration of HCA with the interconnection process, in 
Minnesota, we have a different regulatory framework established by state statute.  For 
example, the Commission just recently concluded a proceeding that established a 
standard statewide process for interconnection (Minnesota Distribution 
Interconnection Process, or MN DIP) in Docket No. E999/CI-16-521.  By statute 
(Minn. Stat. § 216B.1611), this is the uniform statewide process for processing 
distributed generation interconnection applications.  The MN DIP process controls 
where interconnection studies are needed, and does not include hosting capacity as 
part of this process.  Our interconnection tariff contains the new MN DIP 
requirements. This includes MN DIP 1.4, the “Pre-Application Report Request” at 
tariff sheets 10-172 to 10-175, and sheets 10-211 to 10-212, that includes a fee of $300 
for information in that report. 
 
We believe there must be a balance between resource investment, public policy 
drivers, and the public interest.  While we agree there may be value in deepening the 
hosting capacity analysis to more closely align with the first step of the MN DIP 
process, we believe that may go beyond the current statutory provisions for HCA and 
perhaps other legislative frameworks.  We clarify that a pre-application data report is 
an opportunity to get early guidance signals of potential capacity for a substation or 
feeder to accommodate a specific DER project.  It is fee-based, to recognize the 
resources required to perform the analysis, and aligned cost-causation principles.  By 
its nature, a pre-application data report is a preliminary analysis of a specific project at a 
specific location on our system at a specific point in time.  The current fee for a pre-
application report is $300.  Conversely, a hosting capacity analysis is a generalized 
analysis of the entire system that estimates the amount of DER that might be able to 
be accommodated at anywhere on the system without the need for system upgrades at the 
time of the analysis – and is free.   
 
Increasing the depth and/or breadth of the HCA to replicate or replace the need for 
the MN DIP pre-application report process will necessarily increase the resources 
required to perform the analysis.  It also raises the question as to whether all 
customers should pay for that level of analysis, or whether potential interconnecting 
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customers should bear the cost for gaining that information, as they do today under 
cost-causation principles.      
 
That said, if the Commission agrees with the Department’s recommendation that we 
develop a specific plan to integrate the pre-application data report and the HCA, we 
will provide it in conjunction with our 2020 HCA. 
 
B. Frequency of Hosting Capacity Analysis  
 
Comments generally observed that the HCA results would be more useful and 
actionable if the analysis were completed more frequently and if based on more 
granular information, with specific suggestions for improvements in both of these 
areas.  The Department specifically requested that we develop and provide in our 
Reply a proposal to provide more frequent HCA updates at specific intervals. In this 
section, we address the comments regarding the frequency of the analysis.  
 
The Department requested we provide a proposal for monthly, quarterly, and semi-
annual HCA updates in our Reply Comments, including the costs associated with 
each frequency, and whether and how any additional costs can be imposed on those 
who obtain a benefit from more frequent updates.  We note that we are not able to 
fully develop such a proposal in the Reply timeframe.  We will however, provide a full 
analysis and proposal with our 2020 HCA filing.   
 
Below, we outline what we believe are key factors and/or considerations that will 
impact our ability and/or the cost of providing HCA information more frequently 
than the current annual cycle. 

• Full or partial update.  A significant determinant of resources and thus costs will be 
whether it is necessary to perform an analysis of our full distribution system more 
frequently or if targeted updates will produce reasonably accurate results.  

• Criteria to determine partial updates.  If it is determined targeted, or partial, updates will 
produce the expected level of results, the criteria used to determine when updates 
are appropriate and what specifically requires updating will have a significant impact 
on the resource requirements and costs.  

• The desired update frequency.  In addition to the scope of the analysis as noted above, 
the cadence of the updated HCA reports will be a significant driver of resource 
requirements and costs. 

 
As we have explained, we currently produce the HCA within our Distribution 
Planning team using the same team of engineers that are responsible for integrated 
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distribution planning and other system planning work.  We currently rely heavily on 
summer interns to complete portions of the analysis, which works with the current 
November 1 annual report timing.  We also rely on workgroups outside of the 
Distribution function, including our Geospatial Information Systems team, who 
converts the HCA results into the Heat Map.  While we agree with IREC’s and Fresh 
Energy’s suggestions that targeted updates where changes are occurring on the 
distribution system may reduce the overall cost of more frequent HCA reports, at this 
time, we believe our current process and resources would not be sufficient to conduct 
multiple full or partial analyses throughout the year.  That said, as noted above, we 
will provide our analysis in conjunction with our 2020 HCA report.   
 
Finally, we note that IREC states that a best practice for HCA is more frequent 
updates than annual.  While we agree that a more frequent cadence of HCA 
information would increase the accuracy and relevance of the information, a best 
practice rooted in non-traditional regulatory paradigms may not directly transfer to 
Minnesota.  Thus, we reiterate our belief that the associated resource investment must 
be commensurate with public policy drivers and consistent with cost causation 
principles.   
 
C. Granularity of HCA Analysis and Results 
 
Comments generally observed that the HCA results would be more useful and 
actionable if the analysis were completed more frequently and if based on more 
granular information, with specific suggestions for improvements in both of these 
areas.  In this section, we address the comments regarding the granularity of the 
analysis and results.  
 

1. Daytime Minimum Load 
 
IREC suggested the Company perform HCA analyses using two different DML 
values to avoid seasonal constraints on our system – one it believes would produce 
more useful data for customers seeking to design a photovoltaic (PV) systems and 
another for other systems.  And, ultimately that we should move toward providing 
hourly HCA results using the 24 hour load profile of each month’s peak day and 
minimum day.   
 
As it stands today, hosting capacity analysis is performed under two conditions: (1) 
peak loading, and (2) minimum loading.  We perform the analysis at each node on the 
feeder, increasing in 100kW steps until one of the constraints is violated.  Using a 
rough estimate of 3,000 nodes per feeder and an average hosting capacity of 1 MW of 
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DER on the system, this is 10 iterations at 3,000 nodes for two different conditions – 
or approximately 60,000 calculations per feeder.   
 
Moving toward a monthly peak day and minimum day analysis would be considered a 
“576 Analysis” and would increase the number calculations performed for hosting 
capacity analysis by 288 times – for a total of approximately 17,280,000 calculations 
per feeder.5   
 
This is an exponential increase in the amount of processing power and data 
management that would be needed to perform such an analysis.  We do not believe 
the limited benefit this analysis would provide in any way is balanced with the 
overwhelming effort required to perform such an analysis. 
 
Further, the data required to perform such an analysis is not readily available in the 
areas for which it would provide the most benefit.  At current, the vast majority of the 
Solar*Rewards Community (S*RC) gardens are located in the more rural areas the 
Company serves.  These rural areas are less likely to have the SCADA data necessary 
develop the curves required to perform a 576 Analysis. 
 
While we agree performing the additional analysis at absolute minimum loading could 
provide additional value for DER other than solar, we are not currently seeing levels 
of DER interconnection request activity of this type that would support this effort in 
the near-term or foreseeable future.  Therefore, the Commission should reject IREC’s 
recommendation that the Commission order the Company to provide monthly results 
using DML for the benefit of customers designing PV-only systems and absolute 
minimum load for the benefit of customers designing other systems 
 

2. Correlation of Heat Map and Tabular Results  
 
IREC Comments recognize that our production of HCA results on a line segment 
level is valuable over providing the results on a whole feeder basis.  IREC also 
observes that our tabular spreadsheet provides a range of the hosting capacity of an 
entire feeder, which is a more summarized view of available hosting capacity on the 
system.   
 
We present the tabular results by feeder to provide a more digestible summary of the 
detailed Heat Map.  The minimum and maximum hosting capacities provided in the 

                                           
5 A “576 Analysis” refers to the fact that 576 hourly load profiles would be used (Peak and minimum day for 
each month, derived as follows: (24 hours)*(2 peak/min values)*(12 months)=576 hours.  Because we already 
perform one analysis, we divided the 576 hours by 2 to derive the applicable multiplier (576/2=288).  



 

12 

tabular results are valuable pieces of information for each feeder.  While they may not 
specifically point out where on a particular feeder the capacity is, these values make it 
easier to compare results year-over-year, and are good proxies for a feeder’s ability to 
host more DER overall. 
 
Our Heat Map shows in more detail what hosting capacity is available at certain 
locations and in our view, is the best way to gain this information.  We believe 
providing a spreadsheet for over a thousand feeders with thousands of nodes per 
feeder would be cumbersome, at best, for individuals to utilize and overly complicate 
the tabular results. 
 
We reiterate that we view hosting capacity as a high level, no-cost-to-users, optional 
first step in the interconnection process, which aligns with our provision of a Heat 
Map and the information provided in the tabular results.  We believe providing full 
nodal information in either spreadsheet or map form would provide a false sense of 
precision that should only be obtained through an actual interconnection study for a 
specific location. 
 

 3. Criteria Violation Values 
 
IREC observed that publishing more granular hosting capacity results, including all 
the criteria violation values for each line segment, would provide customers with more 
meaningful and actionable information about the electric system than our current 
practice of providing only one-limiting criteria violation for the most restrictive value.  
 
The specific criteria violation values are available in DRIVE.  We have to-date chosen 
to summarize as minimum and maximum values for practicability/usability purposes 
in our tabular results.  The varying minimum values can also be seen in more 
granularity through the pop-ups in the online map.  We appreciate the suggestion that 
more granularity in this area would provide additional value to users.  We will examine 
how we might be able to further increase the granularity while preserving usability, 
and discuss the results of our examination in our next HCA. 
 
We also note however, that this is not as straightforward as it may sound.  The system 
is dynamic and any action taken can affect the next action.  Using IREC’s example 
where Primary-Over-Voltage is the first limiting element at 500 kW, and Thermal for 
Discharging DER is the next limiting element at 750 kW, the second element/the 
thermal violation may be affected by whatever mitigation is chosen to solve the first 
element/the voltage violation.  For example, if power factor correction is chosen to 
solve the Primary-Over-Voltage condition, the Thermal for Discharging DER value 
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could become more restrictive as a result. Conversely, if reconductoring is chosen as 
the first mitigation, the 750 kW value may become larger and not be an issue at all.  
 
In summary, while it may appear on the surface that providing more information is a 
good idea, it is essential to consider the practical usefulness of the information.  In 
some situations such as this, the additional information may not be useful or 
actionable, and could even be misleading.  We will however, examine how we might 
be able to increase the granularity of this information in a way that maintains its 
practicable usability, and discuss the results of our examination in our next HCA. 
 
D. Expanding HCA to Consider Load 
  
Fresh Energy noted two types of load-related analyses it believes are important to 
begin to incorporate into the HCA sooner than later: (1) modeling hosting capacity, as 
currently done, with the addition of load characteristics of DERs installed at the time 
of modeling, and (2) modeling hosting capacity under various scenarios of DER 
deployment, including both generation and load DERs.  Fresh Energy noted that the 
first may not be critical to do until deployment levels warrant, but that it sees the 
second as important for informing integrated distribution planning and identifying 
comprehensive mitigations for areas of limited hosting capacity.  IREC similarly 
suggested expanding the HCA analysis to consider load DER – and a distinct load 
analysis comparable to the current hosting capacity analysis, which it also suggested 
may provide value in conjunction with integrated distribution planning and 
investments.  Finally, the Department suggested that perhaps the Commission desired 
more than we provided in our 2019 HCA regarding DRIVE’s ability to possibly assist 
with state energy policy goals related to beneficial electrification.   
 

1. Adding Load DER to the Current HCA 
 
We believe load characteristics of DER are best handled within the distribution 
planning/study process where load has always been the focus, and should not be 
brought into the annual HCA filing where the focus is generation capabilities. 
 
There would be little to no benefit provided by adding load based DER to the HCA.  
Adding load to allow for the installation of more DER generation has at most, little 
more than a one-to-one effect on the system – and depending on load characteristics, 
could be less.  This means that for every one MW of load added, the hosting capacity 
at that location can be increased by one MW at most.  The one exception to this is in 
the circumstance where the added load is consuming VARs, which aids in reducing 
the localized voltage.  This is the concept behind using power factor mitigation on 
generating DER installations.  Increasing the power factor mitigation applied to a 
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generating DER would have the same effect in boosting the localized hosting 
capacity.  However, drawing additional VARs beyond current limits is not an advised 
approach, because VARs have to be generated somewhere – and that cost is borne by 
customers, not generators.  Finally, generation equipment has limited power factor 
operating ranges, and power factor mitigation has a diminishing return. 
 
To provide relevant and usable information about an increase in hosting capacity due 
to a change in load requires specific information about the load’s operational 
characteristics.  Without this information, the analysis would be theoretical in nature, 
and thus would provide no practicable or usable information beyond the generic 
potential for a one-to-one increase, as discussed above.  In summary, we do not 
believe this sort of analysis will provide the broad benefits that parties are looking for, 
and that this information is better placed within our existing distribution 
planning/study process(es).   
 

2. Distinct Distribution System Load Analysis 
 
IREC suggests that a load analysis for hosting capacity purposes can provide 
important insight for the Commission and other stakeholders as they review and 
approve long-term integrated distribution plans and investments, with the aim to 
integrate these resources in the lowest cost manner for the benefit of all ratepayers.   
 
We perform a system load analysis as part of our annual system planning process, as 
described in the Integrated Distribution Plan (IDP), most recently filed on November 
1, 2019 in Docket No. E002/M-19-666.  As also described in the IDP, we also 
perform load analyses throughout the year as we become aware of changes on the 
system, either Company- or customer-driven.  These analyses are essential to ensure 
we continue to provide our customers with safe, reliable service.  
 
Performing a load analysis requires a different set of inputs than a generating hosting 
capacity analysis.  With generating hosting capacity, the worst case scenario is at light 
loading times with high voltage.  A loading analysis worst case scenario is at heavy 
loading with low voltage.  In short, this would be a different analysis that would have 
to be analyzed separately from the generation hosting capacity.  Also as discussed 
further in the Security and Privacy Considerations section of this Reply, publishing a 
load map would compromise grid security and customer privacy and security. 
 
We agree the software tools we employ for our HCA and system analyses (i.e., 
DRIVE and Synergi, among others) can perform this load analysis – and that hosting 
and other system planning will increasingly integrate.  However, we believe load 
analysis and planning – and assessment of distribution system investments – are 
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appropriately separate and apart from an annual hosting capacity analysis and not 
contemplated by the current legislative framework.  In the case of a load analysis for 
purposes of informing public policy discussions and decisions regarding beneficial 
electrification, we believe a focused and specific analysis would be necessary – after 
engaging with appropriate stakeholders on the scope, objectives, assumptions, and 
inputs.  We are open to further discussion about performing such a study if the 
Commission believes it will be helpful toward state energy policy goals. 
 
E. Potential for Load DER as a Mitigation Option  
 
As far as Fresh Energy’s request to include load DER as potential mitigation options 
in the DRIVE tool, as discussed in Part D above, several technical concerns will need 
to be resolved before we can consider load DER as viable mitigation options.  
Further, we clarify that the mitigation assessment is not part of DRIVE.  We are open 
to requesting EPRI to add load DER into their Mitigation Assessment Tool as a 
potential mitigation alternative; we are not however, able to guarantee EPRI will make 
that change, as we are only one of a number of stakeholders with input and making 
suggestions for its future direction.  We will however report in our 2020 HCA the 
results of our discussion with EPRI.  Finally, assuming the technical concerns can be 
resolved, for the results to be valid, there would need to be an analysis on how the 
location, timing and extent that the load aligns with the location, timing and extent of 
generation of the DER.   
 
F. Ongoing Accuracy Assessments 
 
In Comments, IREC observed that our 2019 HCA’s accuracy check is a good start, 
but that additional data validation efforts will be needed once frequency and 
granularity issues are addressed.   
 
Today, some of the quality checks we perform are comparing the minimum and 
maximum hosting capacities and the limiting threshold of each feeder to the previous 
year’s minimum and maximum hosting capacities and limiting thresholds to identify 
potential anomalies or outliers that require additional analysis.  If there are large 
discrepancies or differing thresholds, we flag them for further engineering review.  We 
also specifically flag all of the feeders with zero hosting capacity even if no change 
occurred year to year, and assess the potential reasons for the zero value.  We believe 
these will continue to be important parts of the analysis.   
 
We have also conducted analyses of HCA results compared to the results from 
specific interconnection studies.  We appreciate IREC’s agreement and recognition in 
Comments that comparing interconnection studies to HCA results has limited value.  
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This was again evidenced by the results of our analysis that showed the differences in 
HCA-Interconnection Study results has more to do with the HCA model update 
frequency and less granular analysis than the accuracy of the HCA model.   
 
We agree it will be important to establish an ongoing plan to ensure accuracy of the 
HCA results once the framework, parameters, and objectives for the ongoing HCA 
are confirmed and/or modified. 
 
G. Secondary System Data 
 
Fresh Energy requested information about the new combined DRIVE method, 
whether it relies on secondary system data, and if so how Advanced Metering 
Infrastructure (AMI) might aid the collection of the secondary system data.  
 
First, we clarify that the combined DRIVE method is a hybrid of the Large 
Centralized and the Small Distributed Methodologies.  At this point, we believe this 
combined approach will – in one step – provide the answer to the hosting limitations 
on the primary system, whether caused by centralized or distributed DER.  DRIVE is 
focused on the complex analysis of the hosting capacities of the primary system, 
rather than localized secondary capacity restrictions, which are better and more 
efficiently addressed individually. 
 
SAMI meters can measure values such as voltage, current, frequency, real and reactive 
power, and certain power quality events.  For hosting capacity, the most relevant ones 
are voltage and power.  Voltage insights will help us observe with more granularity, 
where we have high or low voltage on the distribution system – and whether the 
concern is widespread or localized.  The power values will help us better tune our 
Advanced Distribution Management System (ADMS) models, which will offer a 
comparison to our hosting capacity models. 
 
Beyond these standard AMI features, as discussed in our AGIS certification request, 
we are also planning Distributed Intelligence capabilities.  These capabilities offer 
enhanced field analysis, some of which could improve hosting capacity results and our 



 

17 

understanding of them.  We have not finalized our implementation plans at this point, 
but they may include functionality such as the following: 

• Improved security and awareness, 

• Energy usage control and savings, 

• Smarter insights about customer energy data and information, 

• Smarter controls to better manage and integrate different systems, and 

• Identification and alarming for operational issues. 
 
More work needs to be done to determine how we will fully leverage all of the data 
and capabilities, including Distributed Intelligence, for maximum benefit for our 
customers.  This includes integrations with other systems and potentially new tools to 
view and interact with the data.  Our AMI timeline for Minnesota is currently 
proposed to begin in 2021 and go through 2024.  We look forward to further 
discussions and dialogue with the Commission and stakeholders about these plans.  
We also note that we are planning a stakeholder workshop on the combined DRIVE 
methodology in the first quarter of 2020 when we more fully understand its 
capabilities and the potential benefits and/or pitfalls, and where we will be able to 
answer further questions such as this.  
 
H. Sensitivity Analysis 
 
The Department requested that we discuss whether it might be valuable to perform 
sensitivity analysis on variables other than that we have conducted previously in our 
next HCA.  We note that the sensitivity analysis we have produced to-date has been 
for two of the most impactful factors (voltage and power factor).  We have also 
produced an analysis that shows the effect of load and generation on hosting capacity 
for various locations.  At this time, the only other factor we believe we could 
potentially adjust would be the increment at which we add generation to the model in 
our analysis.  While we could do more iterations with more increments, it would not 
alter the hosting capacity significantly; it would essentially just provide a more granular 
value.  We therefore believe there is limited value in adding this to the HCA analysis 
at this time, and that our resources are better focused on more substantive 
advancements such as potentially increasing the frequency of the analysis. 
 
I. Role of our Proposed Advanced Planning Tool with HCA 
 
One of the major benefits of the APT that we believe will directly improve the HCA 
is its ability to better forecast load.  When implemented fully, we plan to use the APT 
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to generate the load forecasts that we will use in our HCA.  While we plan to do 
scenario analysis with the APT as part of our overall system planning, we believe at 
this point in time, carrying those scenarios over into the HCA would be very time 
consuming, as a separate analysis would be needed for each scenario.  With today’s 
tools and capabilities, this would result in hundreds to thousands of additional hours, 
with just the addition of a few extra scenarios.  We are hopeful that as these tools 
mature, we will be able to more efficiently perform these types of analyses on a more 
wholistic basis for our system. 
 
III. SECURITY, PRIVACY, AND CONFIDENTIALITY  
 
Since first providing the Heat Map with our annual HCA report, we have raised and 
discussed what we believe are serious grid security and customer privacy and security 
concerns associated with providing a public-facing map of our distribution system.  
We again addressed security and privacy considerations in our 2019 HCA report both 
generally, and specific to new Order requirements from the Commission.   
 
One of the new Order requirements was to provide peak load information for both 
feeders and substation transformers.  The Company provided this information with 
not public designation(s) under the Minnesota Data Practices Act for security reasons, 
and also explained that stakeholders had not identified peak load data as necessary to 
the usefulness of the HCA information.  The Department’s Comments agreed with 
the Company that the security risks of publicly providing peak substation transformer 
and/or feeder load data outweigh the public interest in making the data publicly 
available.   
 
The Company also redacted certain information from the public-facing Heat Map for 
security and privacy reasons.  The Department assessed the substantive information 
the Commission’s Order required the Company to provide in the event it withheld 
information for security or privacy reasons, and concluded that the Company 
complied with the Commission’s requirements to describe and provide a specific basis 
for withholding the information.    
 
Fresh Energy asked the Company to respond to questions regarding the comparability 
of legal frameworks in other states where at least some utilities provide more detailed 
grid information.  IREC asserted that the Company did not sufficiently support the 
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actions it took in the interest of grid security and customer privacy and security.  We 
address these questions and concerns below. 
 
A. Regulatory Frameworks are a Relevant Consideration 
 
By all accounts, California and New York are leading the nation in regulatory 
proceedings to create a marketplace opportunity for renewable and distributed 
generation.  According to a Utility Dive article6 summarizing the activity as of April 
2018, The New York Reforming the Energy Vision (REV) was into its third year and 
second phase, and spanning at least 16 major proceedings, along with the investor-
owned utilities’ rate cases; at that time, there were also four related proceedings, as 
well as proceedings at the New York State Energy Research and Development 
Authority and the Federal Energy Regulatory Commission.  The California Public 
Utility Commission’s (CPUC) work on DER had evolved into 12 major proceedings 
as well as those overseen by the California Energy Commission and the California 
Independent System Operator.  The CPUC last year published a seven-page DER 
Action Plan summarizing its efforts into three categories and 15 “strategic directives” 
with four “objectives” through 2018. The NY Public Service Commission (PSC) was 
at that time working on a roadmap for REV intended to offer the same overview. 
 
These proceedings are working to transform each state’s power supply, part of which 
is to facilitate the entry of third party DER providers into the market through an 
alternative regulatory structure.  It stands to reason that this type of legislative and 
regulatory shift in the utility paradigm may drive differing treatment of grid and 
customer data to serve those public policies.  Our HCA filing discussed that 
California utilities were ordered to provide certain grid information in support of 
legislative and regulatory frameworks designed to create and facilitate a California 
DER market.  As also discussed in our HCA filing, those utilities have since 
petitioned the Commission to discontinue the practice of publicly providing detailed 
distribution grid information after becoming aware foreign entities were downloading 
large amounts of that data.  The utilities’ petition is still pending, and Administrative 
Law Judges were co-assigned to the docket on October 25, 2019.7   
 
Fundamentally, just because a utility or another state is handling an issue or data 
differently does not make it wrong for another utility or state to do it differently.  
Particularly in the case where grid and customer security and privacy hang in the 

                                           
6 See https://www.utilitydive.com/news/unnecessary-complexity-assessing-new-york-and-californias-
landmark-der-pr/514748/ 
7 See October 25, 2019 Notice of Co-Assignment of ALJs. The filings in that docket can be accessed here: 
https://apps.cpuc.ca.gov/apex/f?p=401:57:0::NO 

http://www3.dps.ny.gov/W/PSCWeb.nsf/All/CC4F2EFA3A23551585257DEA007DCFE2?OpenDocument
http://www3.dps.ny.gov/W/PSCWeb.nsf/All/CC4F2EFA3A23551585257DEA007DCFE2?OpenDocument
http://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/2016%20DER%20Action%20Plan%20FINAL.pdf
http://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/2016%20DER%20Action%20Plan%20FINAL.pdf
http://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/2016%20DER%20Action%20Plan%20FINAL.pdf
http://www.cpuc.ca.gov/uploadedFiles/CPUC_Public_Website/Content/About_Us/Organization/Commissioners/Michael_J._Picker/2016%20DER%20Action%20Plan%20FINAL.pdf
https://www.utilitydive.com/news/unnecessary-complexity-assessing-new-york-and-californias-landmark-der-pr/514748/
https://www.utilitydive.com/news/unnecessary-complexity-assessing-new-york-and-californias-landmark-der-pr/514748/
https://www.utilitydive.com/news/unnecessary-complexity-assessing-new-york-and-californias-landmark-der-pr/514748/
https://www.utilitydive.com/news/unnecessary-complexity-assessing-new-york-and-californias-landmark-der-pr/514748/
https://apps.cpuc.ca.gov/apex/f?p=401:57:0::NO
https://apps.cpuc.ca.gov/apex/f?p=401:57:0::NO
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balance, there must be a clear demonstration that the public interest outweighs the 
risks.  We believe the legislative and regulatory framework in Minnesota is not at this 
time driving to transform the utility paradigm and create markets for DER, such that 
an argument for public disclosure of the data we have sought to protect would 
outweigh the security and privacy risks.  Further, even if there were clear and apparent 
public policy drivers in Minnesota comparable to California and New York, we 
believe a fresh look at decisions as to what information is publicly provided is 
necessary, which we discuss in Part B below. 
 
B.  Critical Infrastructure Threats and Risks are Increasing 
 
Since the time that certain public utilities commissions and/or individual utilities 
decided, deliberately or not, to publicly publish or otherwise provide distribution grid 
information, national security concerns have increased. 
 
The California utilities’ case noted in part 1 above demonstrates that the threat of 
nation states gathering information about the United States’ critical infrastructure is 
real and tangible.  A December 9, 2019 article in The Hill titled Federal council to Trump: 
Cyber threats pose 'existential threat' to the nation summarizes what was at the time a draft 
report from the President’s National Infrastructure Advisory Council (NIAC).8  
NIAC is the only executive council that examines cross-sector critical infrastructure 
security and resilience issues and provides recommendations to the President on how 
to secure the nation’s infrastructure.9  The Council includes up to 30 senior executives 
appointed from across the critical infrastructure sectors, including finance, health, and 
energy, who draw upon their deep experience, engage national experts, and conduct 

                                           
8 See https://thehill.com/policy/cybersecurity/473682-federal-council-to-trump-cyber-threats-pose-
existential-threat-to-the 
9 See https://www.cisa.gov/national-infrastructure-advisory-council 

https://thehill.com/policy/cybersecurity/473682-federal-council-to-trump-cyber-threats-pose-existential-threat-to-the
https://thehill.com/policy/cybersecurity/473682-federal-council-to-trump-cyber-threats-pose-existential-threat-to-the
https://thehill.com/policy/cybersecurity/473682-federal-council-to-trump-cyber-threats-pose-existential-threat-to-the
https://thehill.com/policy/cybersecurity/473682-federal-council-to-trump-cyber-threats-pose-existential-threat-to-the
https://www.cisa.gov/national-infrastructure-advisory-council
https://www.cisa.gov/national-infrastructure-advisory-council


 

21 

extensive research to discern the key insights that lead to practical federal solutions to 
complex problems.   
 
NIAC finalized and issued its Report December 12, 2019, which boldly states that 
“escalating cyber risks to America’s critical infrastructures present an existential threat 
to continuity of government economic stability, social order, and national security.”10   
 
We highlight some of the relevant excerpts, primarily from pages 5-6 of the final 
report, below and provide the final report as Attachment A to this Reply:   
 

Compelling Case for Urgent Action  
The 2019 Worldwide Threat Assessment of the U.S. Intelligence Community paints an ominous picture 
of cyber threats to U.S. critical infrastructure:11  

• China has the ability to launch cyber attacks that cause localized, temporary disruptive effects 
on critical infrastructure—such as disruption of a natural gas pipeline for days to weeks—in 
the United States.  

• Russia has the ability to execute cyber attacks in the United States that generate localized, 
temporary disruptive effects on critical infrastructure—such as disrupting an electrical 
distribution network for at least a few hours—similar to those demonstrated in Ukraine in 
2015 and 2016.  

o Moscow is mapping our critical infrastructure with the long-term goal of being able 
to cause substantial damage.  

• Iran has been preparing for cyber attacks against the United States and our allies. It is capable 
of causing localized, temporary disruptive effects—such as disrupting a large company’s 
corporate networks for days to weeks—similar to its data deletion attacks against dozens of 
Saudi governmental and private-sector networks in late 2016 and early 2017.  

 
The nation risks unprecedented catastrophic failure of critical functions due to our increasing reliance 
on cyber systems that underpin nearly every aspect of commerce and our daily lives. Recent cyber 
attacks demonstrate growing capabilities for adversaries to disrupt critical infrastructure from 
thousands of miles away. These include the cyber attack on a nuclear plant in India in September 
2019,12 a March 2019 denial-of-service attack on wind and solar generating facilities in the United 
States,13 the breach of a U.S. nuclear power plant’s network in 2017,14 the 2017 NotPetya attack that 

                                           
10 See https://www.cisa.gov/sites/default/files/publications/NIAC-Transforming-US-Cyber-Threat-
PartnershipReport-FINAL-508.pdf 
11 Daniel R. Coats, “Statement for the Record, Worldwide Threat Assessment of the U.S. Intelligence 
Community,” Before the Senate Select Committee on Intelligence, January 29, 2019, 
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf.  
12 Debak Das, “An Indian nuclear power plant suffered a cyberattack. Here’s what you need to know,” The 
Washington Post, November 4, 2019, https://www.washingtonpost.com/politics/2019/11/04/an-indian-
nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/.  
13 Robert Walton, “First cyberattack on solar, wind assets revealed widespread grid weaknesses, analysts say,” 
Utility Dive, November 4, 2019, https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-
revealed-widespread-grid-weaknesse/566505/. 
14 Sonam Sheth, “Hackers breached a US nuclear power plant’s network, and it could be a ‘big danger,’” 
Business Insider, June 29, 2017, https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-
2017-6. 

https://www.cisa.gov/sites/default/files/publications/NIAC-Transforming-US-Cyber-Threat-PartnershipReport-FINAL-508.pdf
https://www.cisa.gov/sites/default/files/publications/NIAC-Transforming-US-Cyber-Threat-PartnershipReport-FINAL-508.pdf
https://www.cisa.gov/sites/default/files/publications/NIAC-Transforming-US-Cyber-Threat-PartnershipReport-FINAL-508.pdf
https://www.cisa.gov/sites/default/files/publications/NIAC-Transforming-US-Cyber-Threat-PartnershipReport-FINAL-508.pdf
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf
https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/
https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/
https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/
https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/
https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-2017-6
https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-2017-6
https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-2017-6
https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-2017-6
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affected systems in multiple sectors throughout the world,15 and the 2015 and 2016 cyber attacks on 
Ukraine’s electric grid.16  
 
The need to act is urgent:  
1. Nation-states and other well-resourced adversaries have intensified their efforts to infiltrate and 

gain control of the cyber networks of key U.S. critical infrastructures (energy—specifically 
electricity and natural gas, financial services, and communications), which are vital for continuity 
of government, public safety, economic stability, and national security.  

2. Private sector companies are on the front lines of a cyber war they are ill-equipped to fully 
understand, thwart, or counter against nation-states intent upon disrupting and destroying critical 
infrastructure. Protecting national security from nation-states is not a part of their operating 
model.  

3. Despite massive capabilities and investment across government and the private sector, the nation 
has been unable to rapidly harness and direct resources to mitigate the most serious cyber threats 
facing these key infrastructures.  

4. Executive-driven public-private partnership is the most effective way to ensure joint action and 
mobilize resources to implement solutions in the private sector. Existing structures have not yet 
been effective in addressing the most urgent and dangerous cyber risks.  

5. It is not a matter of if, but when, an attack will happen. Our window of opportunity to thwart a 
cyber 9-11 attack before it happens is closing quickly. [Emphasis added] 
 

We note that since NIAC issued this call for urgent action, there is a general 
awareness that threat levels have further increased in the wake of U.S. actions with 
Iran. 
 
These threats are not just to our grid, and the impacts that may result to our 
customers and Minnesota generally – but also to the direct security of our customers.  
In addition to a number of our customers being part of the nation’s and state’s critical 
infrastructure, we expect all customers would have some level of economic, social, 
and/or other concerns for the security of their homes, businesses, and energy/utility 
service.   
 
IREC’s suggestion that our Heat Map should be a detailed map that clearly portrays 
each line and each connection to substations, other utilities, and customer facilities is 
irresponsible.  IREC argues that individuals can create such a map from public 
sources and/or drive around and create such a map.  That may be so, and we cannot 

                                           
15 Andy Greenberg, “The Untold Story of NotPetya, the Most Devastating Cyberattack in History,” Wired, 
August 22, 2018, https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-
world/.  
16 Kim Zetter, “Inside the Cunning, Unprecedented Hack of Ukraine’s Power Grid,” Wired, March 3, 2016, 
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/. 

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
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stop an individual or entity from taking such action.  However, there is no compelling 
policy or other reason for the Company to make the information readily available. 
 
Finally, in addition to the demonstrated security concerns, we are not convinced that 
customers would want the details of how their facilities connect to the distribution grid 
publicly revealed.  So, in addition to the usage-related privacy concerns we discussed 
at length in our HCA filing, we believe the details of customers’ grid connections 
themselves warrant cautionary treatment.       
 
We have not responded to all of IREC’s arguments, and note that some, including 
asking whether FERC has designed the information we maintain is not-public as 
Critical Energy Infrastructure Information (CEII), are not relevant.17  Fundamentally, 
our treatment of grid and customer data in the HCA is responsible, appropriate, and 
fully supported.  We are happy to engage with the Commission in a further dialogue 
about grid data, and grid and customer security, privacy, and confidentiality.  
However, that discussion should involve all utilities, relevant experts with a role in 
protecting critical infrastructure, and customers.  If that discussion does take place, it 
would be important that the discussion not provide a public road map on how to 
disrupt to the distribution system and service to our customers. 
 
IV. STAKEHOLDER ENGAGEMENT 
 
The Department requested that we outline a preliminary plan to identify and engage 
additional stakeholders for involvement in the Company’s next iteration of the HCA.  
The Department also requested that we explain the feasibility of the stakeholder 
suggestions and requests noted in our filing related to improving the public-hosting 
capacity map. 
 
A. Preliminary Stakeholder Engagement Plan – 2020 HCA 
 
We appreciate the feedback provided by stakeholders regarding their continued 
commitment to engaging in our hosting capacity analysis and process.  We recognize 
that in order to incorporate stakeholder feedback into our future HCA iterations, we 
will need to engage stakeholders sooner than we have in the past, which has largely 
waited until the Commission has taken action on the current HCA.   
 
To respond to the Department Comments regarding our level of stakeholder 
engagement on our 2019 HCA, we note that we notified and invited the most recent 

                                           
17 FERC’s CEII designation and processes apply only to grid assets governed by FERC, which does not 
include the distribution system. 
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HCA docket service list and over 500 individuals that receive ongoing 
communications regarding interconnection of DER for our planned stakeholder 
meeting and survey.  We additionally discussed the annual HCA at our Solar*Rewards 
Community Implementation Workgroup in an effort to generate interest and 
participation in the stakeholder meeting and survey.  We also held our post-
stakeholder meeting survey open much longer than originally planned – and issued 
several reminders encouraging everyone to participate and help shape the future 
direction of the HCA.   
 
While the turn-out at our stakeholder meeting and response to our survey was less 
than we hoped, we believe it was not due to a lack of communication or effort on our 
part; it may have more to do with the fact that stakeholder engagement on this topic is 
relatively new.  For 2020, we intend to start earlier and are hopeful that our 
communications, informal engagement with stakeholders, and demonstrated action 
based on feedback will spur more interest and participation.  
 
For 2020, we plan to begin stakeholder outreach in the early-March timeframe to first 
engage on the new DRIVE combined methodology.  We are taking action now to 
better understand its capabilities and what might be involved in using it for our 2020 
HCA.  We are excited to share this information with stakeholders and seek input from 
their technical experts on the potential benefits and implications of employing it in 
our next HCA.  
 
We envision a second stakeholder session in the April/May timeframe where we 
would engage on the technical assumptions and inputs used in our HCA, and engage 
more deeply on the HCA tools (Heat Map and tabular results).  For example, to dig 
more deeply into the information the 2019 survey respondents suggested may be 
helpful in a “notes” box on the Heat Map.  Fresh Energy requested whether we may 
be able to discuss the potential benefits of future AMI capabilities to the HCA.  We 
have provided some information about that in this Reply and note that many of those 
details are yet to be determined.  We are however open to starting that discussion in 
the second stakeholder session, and envision this will be an ongoing dialogue as our 
AMI and other proposed advanced grid investments play out over the next several 
years.    
 
B. Stakeholder Feedback – Feasibility  
 
In this section we respond to the Department’s request that we: (1) respond to each 
of the stakeholder suggestions and requests listed in Figure 2 of our initial filing, and 
(2) the responses to our stakeholder and developer survey, explaining the feasibility of 
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each of the items related to improving the public-hosting capacity map.  For 
reference, we provide Figure 2 from our initial filing below.   
 
The question asked survey participants: “During our September 6, 2019 Workshop, 
the Company received feedback to change the functionality of the Hosting Capacity 
process.  Please rank the FIVE most important of these changes in siting your DER 
interconnection.” 
 

Figure [Initial Filing] 2: Rank the FIVE Most Important Functionality 
Changes for the HCA (Reported by Rank Score) 

 

 
 
We clarify that the “Rank Score” is not representative of the number of responses or 
“votes” participants made for each functionality.  As noted above, while we sent the 
survey to over 500 individuals involved or interested in the interconnection process 
and/or hosting capacity analysis, only three percent – or 15 individuals – responded 
to the survey.   
 
We portray the actual “votes” for each functionality in Figure 1 below:  
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Figure 1: Rank the FIVE Most Important Functionality Changes for the HCA 
(Reported by Stakeholder Interest) 

 
The results showed that stakeholders would like the future functionality to include the 
ability to combine the HCA with the pre-application report provided to 
interconnection applicants, more frequent updates to the Heat Map (monthly or 
quarterly), the addition of notes fields, more defined lines by color rather than a heat 
map (like GoogleMaps), pop-up data, additional nodal data and application interface 
access. Other respondents ranked items such as: accuracy, real data and size and 
length of conductors.   
 
The majority of the 15 respondents – nearly all – would like to see the hosting 
capacity (1) combined with the pre-application report, (2) have the details updated 
monthly, and (3) include notes fields for further information.  We provide the tabular 
data in Table 1 below, along with a brief assessment of feasibility. 
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Table 1:  High Level Feasibility Assessment of Ranked Functionality Changes 
 

Responses Functionality Change Feasibility Assessment 
13 Combine pre-application and HCA Reviewing for 2020 HCA 
11 Monthly updates Reviewing for 2020 HCA 
11 Notes fields for Heat Map Reviewing for 2020 HCA 

8 Defined lines by color in Heat Map Implicates security and privacy risks if 
provided at this level of detail 

6 On-screen pop-up data Added in 2019 

4 Nodal data on Heat Map 

There are approximately 3,000- 4,000 
nodes per feeder.  While not fully nodal 
level, we already provide sub-feeder level 
information. Given that very few 
stakeholders ranked this as a priority we 
have not moved forward with this 
suggestion at this time. 

4 Other (please specify) 

Other requests included accuracy, real 
data and size and length of conductors. 
We would include these details as part of 
the first three functionality changes. 

4 
Application Interface Access (API). 
Note: API is an electronic data exchange 
protocol. 

Given very few stakeholders ranked this 
as a priority we have no moved forward 
with this suggestion at this time. 

3 Quarterly updates See “Monthly Updates.” 
 
We note that we are focused on the items with the greatest interest and impact, which 
we discuss in more detail below. 
 

1. Combining the HCA with the Pre-Application Report 
 
Stakeholders would like to see the HCA combined with the pre-application report 
instead of the current two separate processes and sets of data.  With the changes we 
made with our 2019 HCA, more than half of the items provided in the pre-application 
data report can now be viewed directly or derived from the Heat Map.  The remaining 
items are either impractical to provide on a broad basis through the HCA, or present 
security and privacy concerns as outlined in Table 9 of Attachment A, Hosting 
Capacity Analysis Report – Pages 45-46, to our HCA filing, with additional 
information provided in our response to IREC Information Request No. 6.18   
 
Further, the HCA and pre-application data reports are not duplicative, nor intended 
to be duplicative, of each other.  Rather, each has its own distinct purpose by design.  
                                           
18 See our response to IREC IR No. 6 in Attachment A to IREC’s December 30, 2019 Comments in this 
docket. 
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HCA should provide a generalized analysis of all locations, while the pre-application 
report is for a specific project at a specific point in time.  As we described earlier in 
this Reply, the type of analysis needed to determine how these two reports could be 
combined and how costs should be allocated is much more extensive than time 
allowed for this Reply.  We will therefore address it more fully in our 2020 HCA 
report. 
 

2. Update the HCA Monthly 
 
We continue to explore ways to update the HCA on a more frequent interval, as 
discussed earlier in this Reply.  We will provide the analysis the Department 
requested, in which we will also explore targeted/partial updates, in our 2020 HCA 
report.  

 
3. Notes Field 

 
Stakeholders would like to see notes fields in the HCA describing such things as 
whether the feeder is near capacity, or if there is a limiting factor such as Voltage 
Fluctuation.  We were not able to implement this request as part of our 2019 HCA, 
given the time involved in assessing the types of data suggested – and the effort 
necessary to gather the data and modify our processes and systems to provide the 
functionality.  We are continuing to examine this for potential inclusion in our 2020 
HCA; however, we believe there would be value in discussing this in more detail with 
a broader group of stakeholders to define specifically the information that would be 
most helpful – as our survey did not go into that much detail, and despite our best 
efforts to prompt responses, it only had 15 respondents.  We have therefore included 
this in our stakeholder engagement plan outlined in Part A above.  
 
We also briefly address the request for the hosting capacity map to be more like 
Google Maps instead of in a heat map form.  Providing a specific and detailed map of 
our distribution assets, grid, and customer connections presents privacy and security 
risks as discussed in our filing and Section III of this Reply.   
 
We recognize that stakeholder engagement is a key component of ensuring our HCA 
is a useful tool for identifying potential areas on our distribution grid where additional 
DER may be sited, before initiating the first step of the interconnection process with 
a specific project.  We made a strong effort in 2019 to engage relevant stakeholders 
toward helping to identify potential enhancements or future directions for hosting 
capacity analysis in Minnesota.  Participation was less than we would have hoped, but 
the stakeholders who participated were excited, engaged, and provided very helpful 
information, which we appreciate.  For 2020, we have identified and outlined several 
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topics where we intend to engage stakeholders, beginning in the early-Spring 
timeframe.  We will discuss the results of our work with stakeholders in our 2020 
HCA.  
 

CONCLUSION 
 
Xcel Energy respectfully requests that the Commission accept our 2019 Hosting 
Capacity Analysis.  The Company further requests that the Commission clarify any 
ongoing reporting requirements as outlined by the Department in Comments.    
 
Dated: January 17, 2020 
 
Northern States Power Company  
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December 12, 2019 
 
The Honorable Donald J. Trump 
President of the United States 
The White House  
1600 Pennsylvania Avenue, N.W. 
Washington, DC 
 
Dear Mr. President,  

On September 5, 2019, the National Security Council tasked the President’s National Infrastructure Advisory 
Council (NIAC) to examine how the federal government and private industry can collaborate seamlessly to 
confront urgent cyber risks in the most critical and highly targeted private infrastructure.  

Mr. President, escalating cyber risks to America’s critical infrastructures present an existential threat to 
continuity of government, economic stability, social order, and national security. U.S. companies find 
themselves on the front lines of a cyber war they are ill-equipped to win against nation-states intent on 
disrupting or destroying our critical infrastructure. Bold action is needed to prevent the dire consequences 
of a catastrophic cyber attack on energy, communication, and financial infrastructures. 

The nation is not sufficiently organized to counter the aggressive tactics used by our adversaries to infiltrate, 
map, deny, disrupt, and destroy sensitive cyber systems in the private sector. To fix this, the Council 
recommends the following actions: 

Make Cyber Intelligence Actionable  

1. Establish the Critical Infrastructure Command Center (CICC) to improve the real-time sharing and 
processing of private and public data—including classified information—between co-located 
government intelligence analysts and cyber experts with clearances from companies and functions at 
greatest risk (Section 9(a), E.O. 13800). The CICC will foster the trust and collaboration essential to 
develop the actionable intelligence and threat mitigations needed to counter rapidly evolving threats to 
our nation’s critical infrastructure.  

2. Direct the Intelligence Community to raise the priority of collecting, detecting, identifying, 
disseminating, and rapidly declassifying information on efforts by nation-state and non-state actors to 
exploit or otherwise attack critical infrastructure in the United States. This should be a Priority 1 topic 
within the National Intelligence Priorities Framework as a critical part of our national security. 

3. Conduct a one-day Top Secret/Sensitive Compartmented Information (TS/SCI) briefing to CEOs of 
identified energy, communications, and financial services companies to build a compelling case for 
company action to counter serious cyber threats and to facilitate operationalizing the CICC. 

4. Use the upcoming National Level Exercise 2020 to pilot the CICC model by bringing together cleared 
private sector experts with intelligence officers and representatives from other key government 
agencies, such as law enforcement and sector-specific agencies, to collaboratively analyze classified 
threats and understand resulting consequences to critical infrastructure.   

Protect Highly Critical Cyber Systems by Establishing the Federal Cybersecurity Commission 

5. Issue an Executive Order to create the Federal Cybersecurity Commission (FCSC) as an independent U.S. 
government entity to mitigate catastrophic cyber risks to critical infrastructure that have potential 
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national security impacts. The Commission offers a bold new approach for the streamlining of regulatory 
authorities to achieve cyber mitigations in the private sector and counter extraordinary cyber threats, in 
consultation with an executive partnership of industry executives and government leaders.  

6. Convene a symposium of select Cabinet Secretaries, regulators, Office of Management and Budget 
(OMB) officials, CEOs, and industry representatives to clarify the functions, roles, responsibilities, and 
processes of the Commission, based on the more detailed work done by the NIAC.  

Modernize Legal Authorities to Improve Cyber Defense 

7. Direct the Department of Justice to analyze existing legal authorities: 1) to determine the ability of 
government to direct the private sector to implement cyber mitigations, and 2) to identify legal barriers 
that prevent the private sector from implementing requested mitigations and sharing information with 
the government. 

Secure the Supply Chain of Critical Cyber Components 

8. Provide liability protection to allow blacklisting and whitelisting of critical cyber products used in private 
critical infrastructure, similar to the authority provided in 10 CFR Part 21 for the nuclear industry and to 
the Department of Energy’s (DOE) enhanced procurement authority. 

9. Continue and expand programs at the DOE’s national laboratories and other ongoing initiatives by each 
sector to independently test vendor equipment for vulnerabilities and report the results to private 
companies. 

Mr. President, America’s companies are fighting a cyber war against multi-billion-dollar nation-state cyber 
forces that they cannot win on their own. Incremental steps are no longer sufficient; bold approaches must 
be taken. Your leadership is needed to provide companies with the intelligence, resources, and legal 
protection necessary to win this war and avoid the dire consequences of losing it. Establishing the CICC and 
FCSC will empower our nation to meet, engage, and thwart those who choose to target our critical 
infrastructure.  

On behalf of our fellow NIAC members, we thank you for the opportunity to serve our country through 
participation in this Council. We stand ready to provide additional details and discussion about this 
important subject.   

 
Michael J. Wallace 
Former Vice Chairman and 
COO, Constellation Energy 
Working Group Member 

 
William J. Fehrman 
President and CEO, 
Berkshire Hathaway Energy 
Working Group Member 

 
J. Rich Baich 
CISO,  
AIG, Inc. 
Working Group Member 

 
Richard H. Ledgett, Jr.  
Former Deputy Director, 
National Security Agency 
Working Group Member 

 
Constance Lau 
President and CEO 
Hawaiian Electric Industries, Inc. 
NIAC Chair 

 
Dr. Beverly Scott 
CEO 
Beverly Scott Associates, LLC 
NIAC Vice Chair 
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About the NIAC 
The President’s National Infrastructure Advisory Council (NIAC) is composed of senior executives from 
industry and state and local government who own and operate the critical infrastructure essential to 
modern life. The Council was established by executive order in October 2001 to advise the President 
on practical strategies for industry and government to reduce complex risks to the designated critical 
infrastructure sectors. 

At the President’s request, NIAC members conduct in-depth studies on physical and cyber risks to 
critical infrastructure and recommend solutions that reduce risks and improve security and resilience. 
Members draw upon their deep experience, engage national experts, and conduct extensive research 
to discern the key insights that lead to practical federal solutions to complex problems. 

For more information on the NIAC and its work, please visit: https://www.cisa.gov/niac  
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National Security Council Tasking and Study Scope  
Escalating cyber risks to America’s critical infrastructures present an existential threat to continuity of 
government, economic stability, social order, and national security. This conclusion is supported by a 
wealth of prior studies, including those conducted by the NIAC, the National Security Telecommunications 
Advisory Committee, the Commission on Enhancing National Cybersecurity, and the 2019 Worldwide Threat 
Assessment of the U.S. Intelligence Community. Despite the many actions taken to date, current efforts 
have not produced the bold steps needed to properly defend our most critical assets, causing us to fall 
further behind.  

On September 5, 2019, the National Security Council tasked the NIAC to examine how the federal 
government and private industry can collaborate seamlessly to manage urgent cyber risks in the most 
critical and highly targeted private infrastructures. A Working Group of four NIAC members was formed to 
complete the task. For the purposes of this study, references to the private sector or companies encompass 
any infrastructure that is not federally owned and/or operated. 

Given the severity of current cyber threats and the multitude of challenges in addressing them, the Working 
Group focused on how to protect the most at-risk entities and functions within the energy, financial 
services, and communications sectors (Figure 1). A disruptive cyber attack on key assets within these sectors 
could result in catastrophic regional or national effects on public health and safety, economic security, or 
national security.1 

Figure 1. Study Scope 
This fast-track effort built on the foundation 
of prior studies and recommendations, 
classified threat briefings, and the Working 
Group members’ experiences, and did not 
require the extensive research conducted 
for other NIAC studies (see Appendix C for a 
list of prior studies and references). The 
Working Group conducted three in-person 
work sessions with senior government and 
industry leaders to gather input and 
insights to inform its recommendations (see 
Appendix B for a list of contributors). The 
Working Group supplemented these 
discussions with focused research and 
interviews with experts.  

The study’s narrow focus is not intended to conflict with or replace ongoing initiatives to improve 
cybersecurity in all sectors or other efforts to increase coordination and partnership between sectors and 
government.   

 
1 Executive Office of the President, “Presidential Executive Order on Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure 
(E.O. 13800),” May 11, 2017, https://www.whitehouse.gov/presidential-actions/presidential-executive-order-strengthening-cybersecurity-federal-
networks-critical-infrastructure/.  
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Compelling Case for Urgent Action  
The 2019 Worldwide Threat Assessment of the U.S. Intelligence Community paints an ominous picture of 
cyber threats to U.S. critical infrastructure:2 

 China has the ability to launch cyber attacks that cause localized, temporary disruptive effects on 
critical infrastructure—such as disruption of a natural gas pipeline for days to weeks—in the United 
States. 

 Russia has the ability to execute cyber attacks in the United States that generate localized, temporary 
disruptive effects on critical infrastructure—such as disrupting an electrical distribution network for at 
least a few hours—similar to those demonstrated in Ukraine in 2015 and 2016.  

o Moscow is mapping our critical infrastructure with the long-term goal of being able to cause 
substantial damage. 

 Iran has been preparing for cyber attacks against the United States and our allies. It is capable of 
causing localized, temporary disruptive effects—such as disrupting a large company’s corporate 
networks for days to weeks—similar to its data deletion attacks against dozens of Saudi governmental 
and private-sector networks in late 2016 and early 2017. 

The nation risks unprecedented catastrophic failure of critical functions due to our increasing reliance on 
cyber systems that underpin nearly every aspect of commerce and our daily lives. Recent cyber attacks 
demonstrate growing capabilities for adversaries to disrupt critical infrastructure from thousands of miles 
away. These include the cyber attack on a nuclear plant in India in September 2019,3 a March 2019 denial-
of-service attack on wind and solar generating facilities in the United States,4 the breach of a U.S. nuclear 
power plant’s network in 2017,5 the 2017 NotPetya attack that affected systems in multiple sectors 
throughout the world,6 and the 2015 and 2016 cyber attacks on Ukraine’s electric grid.7   

The need to act is urgent:  

1. Nation-states and other well-resourced adversaries have intensified their efforts to infiltrate and gain 
control of the cyber networks of key U.S. critical infrastructures (energy—specifically electricity and 
natural gas, financial services, and communications), which are vital for continuity of government, 
public safety, economic stability, and national security.  

2. Private sector companies are on the front lines of a cyber war they are ill-equipped to fully 
understand, thwart, or counter against nation-states intent upon disrupting and destroying critical 
infrastructure. Protecting national security from nation-states is not a part of their operating model.  

 
2 Daniel R. Coats, “Statement for the Record, Worldwide Threat Assessment of the U.S. Intelligence Community,” Before the Senate Select 
Committee on Intelligence, January 29, 2019, https://www.dni.gov/files/ODNI/documents/2019-ATA-SFR---SSCI.pdf.  
3 Debak Das, “An Indian nuclear power plant suffered a cyberattack. Here’s what you need to know,” The Washington Post, November 4, 2019, 
https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-need-know/.  
4 Robert Walton, “First cyberattack on solar, wind assets revealed widespread grid weaknesses, analysts say,” Utility Dive, November 4, 2019, 
https://www.utilitydive.com/news/first-cyber-attack-on-solar-wind-assets-revealed-widespread-grid-weaknesse/566505/.  
5 Sonam Sheth, “Hackers breached a US nuclear power plant’s network, and it could be a ‘big danger,’” Business Insider, June 29, 2017, 
https://www.businessinsider.com/nuclear-power-plant-breached-cyberattack-2017-6.  
6 Andy Greenberg, “The Untold Story of NotPetya, the Most Devastating Cyberattack in History,” Wired, August 22, 2018, 
https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/.  
7 Kim Zetter, “Inside the Cunning, Unprecedented Hack of Ukraine’s Power Grid,” Wired, March 3, 2016, https://www.wired.com/2016/03/inside-
cunning-unprecedented-hack-ukraines-power-grid/.  
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3. Despite massive capabilities and investment across government and the private sector, the nation has 
been unable to rapidly harness and direct resources to mitigate the most serious cyber threats facing 
these key infrastructures.  

4. Executive-driven public-private partnership is the most effective way to ensure joint action and 
mobilize resources to implement solutions in the private sector. Existing structures have not yet been 
effective in addressing the most urgent and dangerous cyber risks. 

5. It is not a matter of if, but when, an attack will happen. Our window of opportunity to thwart a cyber 
9-11 attack before it happens is closing quickly.  

Fundamental Principles 
The NIAC’s recommendations are predicated on a set of fundamental principles that affirm the shared 
responsibility of government and industry to protect U.S. critical infrastructure.  

1. Industry and government must partner to protect our critical infrastructure from nation-state 
attacks to ensure the security and common defense of the United States. This shared responsibility 
requires that government help defend private infrastructure from sophisticated cyber attacks just as it 
defends against nuclear attacks. 

2. Priority should be placed on the most critical infrastructures that underpin national security and 
other critical functions, with the ability to expand the model to defend other critical infrastructure, 
and then the nation writ large. The approach must be adaptable to enable cost-effective participation 
of small- and medium-sized enterprises, which may have limited technical or financial resources to 
achieve the same level of protection. 

3. The private sector cost to achieve national security objectives is beyond that required to meet 
normal commercial interests. The government has a responsibility to provide appropriate channels to 
compensate companies for implementing extraordinary measures of cyber protection, including 
through federal tax relief, cost sharing, regulatory cost recovery approval, or other methods. 

4. The private sector has a responsibility to help the government understand the implications of cyber 
risks to company systems. Attacks in cyberspace happen at network speed, and our processes and 
methods must correspond to this reality. The private sector and the government must communicate 
information in real time to enable them to react, respond to, and mitigate cyber threats.  

5. Making cybersecurity intelligence/information actionable allows government and industry to 
effectively defend the country at network speed. This approach is not intended as a substitute or 
replacement of existing cybersecurity standards (e.g., National Institute of Standards and Technology 
Cybersecurity Framework) that improve cyber hygiene throughout critical infrastructure. Rather, it 
recognizes that the government must prioritize severe national cyber risks and accelerate the sharing 
of threat information to enable private companies to mitigate risks at machine speed.  

6. A provision to regulate industry actions must exist as a last resort to ensure necessary cyber 
protection against extraordinary nation-state threats. Voluntary action, supported by incentives and 
market mechanisms, is the most desirable and effective way to achieve private sector cybersecurity. 
However, certain regulatory powers must be available to the U.S. government to protect critical 
national infrastructures and systems in extreme circumstances to ensure national security. In some 
cases, regulations may provide certain legal protections needed for commercial operations. 
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Urgent and Comprehensive Approach  
Incremental cybersecurity improvements cannot keep pace with the rapid, asymmetric offensive strategies 
used by nation-states to infiltrate, map, and compromise the cyber networks of U.S. critical infrastructure. 
The past 20 years of well-meaning government efforts have shown that our national approach to securing 
the cyber assets of critical infrastructure is far less than optimal. Radical new approaches are needed that 
combine the extensive capabilities and resources of government and industry to protect private sector 
networks where failure could result in catastrophic impacts on public safety, economic stability, and 
national security.  

New models that realign traditional public and private sector roles and responsibilities will likely require 
new legislation that will take time to implement—time we do not have.  

The NIAC recommends a two-track approach: 

1) URGENT Action: Pursue solutions that address urgent, near-term cyber risks that have national 
security implications and that can be implemented rapidly using existing authorities.  

2) COMPREHENSIVE Solution: Design the ideal model for an assured measure of protection informed 
by an executive-driven public-private partnership. This approach would likely require legislation.  

We recognize that bold new approaches that realign established responsibilities and programs in the federal 
government are hard to achieve. Building support among affected stakeholders and gaining consensus to 
act take time and resolve. But we must begin working toward the ideal long-term solution now. We also 
cannot ignore the urgent security threats that our critical infrastructure owners and operators face today. 
Our two-track approach ensures that we address the urgent needs of today while working toward a 
sustainable long-term solution.   
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Strategies and Recommendations 
Four strategies are needed to respond to catastrophic cyber risks to the energy, communications, and 
financial services sectors: 1) Make Cyber Intelligence Actionable, 2) Protect Highly Critical Cyber Systems by 
Establishing the Federal Cybersecurity Commission, 3) Modernize Legal Authorities to Improve Cyber 
Defense, and 4) Secure the Supply Chain of Sensitive Cyber Components. The NIAC developed specific 
recommendations to achieve each of these strategies.   

Make Cyber Intelligence Actionable  
Company access to classified threats to company cyber infrastructure is vital for mitigating risks. However, 
intelligence information sharing is impeded by three key factors: 1) insufficient clearances for private sector 
managers, 2) limited understanding of how a cyber threat could disrupt, disable, or damage a company’s 
enterprise, and 3) delays in translating aggressive cyber threats into actionable mitigations.  

These factors limit the ability of the federal government to provide clarity on the magnitude of the risk and 
the steps companies must take to mitigate risks to their systems in a timely manner.  

Recommendations 
1. Establish the Critical Infrastructure Command Center (CICC) to improve the real-time sharing and 

processing of private and public data—including classified information—between co-located 
government intelligence analysts, cyber experts with clearances from companies and functions at 
greatest risk (Section 9(a), E.O. 13800), and key government agencies, including sector-specific 
agencies, law enforcement, and the intelligence community. The CICC will foster the trust and 
collaboration essential to develop the actionable intelligence and threat mitigations needed to 
counter rapidly evolving threats to our nation’s critical infrastructure.  

a. Company and government intelligence and cyber experts would work side-by-side at a 24/7 
watch floor to receive cyber threat information in real-time, understand implications of that 
threat for company systems (and more broadly national security, economic stability, and 
public safety), and enable company-specific and sector-wide mitigation actions.  

b. Participating companies would provide cleared personnel to staff the watch floor, including 
individuals with a broad understanding of company assets and experience with rapid 
executive decision making. Such personnel would have appropriate access to the company 
systems. 

c. The Department of Homeland Security’s (DHS) Cybersecurity and Infrastructure Security 
Agency (CISA) should lead the development of the CICC in its role as the central department 
for sharing cybersecurity information between government and industry authorized under 
the Cybersecurity Information Sharing Act of 2015.  

d. In time, the bi-directional information sharing of the CICC should become multi-directional, 
so that what is learned in one sector flows rapidly to others. 

2. Direct the Intelligence Community to raise the priority of collecting, detecting, identifying, 
disseminating, and rapidly declassifying information on efforts by nation-state and non-state actors 
to exploit or otherwise attack critical infrastructure in the United States. This should be a Priority 1 
topic within the National Intelligence Priorities Framework as a critical part of our national security. 
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3. Conduct a one-day Top Secret/Sensitive Compartmented Information (TS/SCI) briefing to CEOs of 
identified energy, communications, and financial services companies to build a compelling case for 
company action to counter serious cyber threats and to facilitate operationalizing the CICC. 

a. The briefing is intended only for the companies identified to be part of the CICC to reinforce 
the need for immediate action.   

4. Use the upcoming National Level Exercise (NLE) 2020 to pilot the CICC model by bringing together 
cleared private sector experts with intelligence officers and representatives from other key 
government agencies, such as law enforcement and sector-specific agencies, to collaboratively 
analyze classified threats and understand resulting consequences to critical infrastructure.   

a. The NLE is based on real-world incidents and brings together thousands of individuals from 
across all levels of government and the private sector. The NLE would be an opportunity for 
the agencies most directly involved in the CICC—DHS, Department of Energy (DOE), 
Department of the Treasury, Department of Defense (DOD), and Federal Communications 
Commission (FCC)—to identify how the model could be used to identify and mitigate cyber 
risks for the most at-risk entities and functions identified.  

Protect Highly Critical Cyber Systems by Establishing the Federal 
Cybersecurity Commission 
There is a growing recognition that government institutions have not been organized and optimized to help 
address cybersecurity threats from nation-state adversaries (and those that act like them) who are intent on 
disrupting or destroying private critical infrastructure. As a result, it is often unclear where private sector 
owners and operators should turn to obtain information and assistance from the government in addressing 
and responding to urgent cyber threats.  

The Council believes that the severity and speed of international cyber threats demand a new, centralized 
approach that allows businesses and government to integrate real-time information, determine actions 
needed by both the private sector and the government, respond at network speed, and bring to bear the 
expertise, capabilities, and authorities of federal agencies. 

Recommendations 
5. Issue an Executive Order to create the Federal Cybersecurity Commission (FCSC) as an 

independent U.S. government entity to mitigate catastrophic cyber risks to critical infrastructure 
that have potential national security impacts. The Commission offers a bold new approach for the 
streamlining of regulatory authorities to achieve cyber mitigations in the private sector and counter 
extraordinary cyber threats, in consultation with an executive partnership of industry executives 
and government leaders.  

a. The FCSC would not replace existing regulatory and oversight agencies. Rather, it would 
serve as a bridge between the government and the identified companies in the energy, 
financial services, and communications sectors to help mitigate the most urgent cyber 
issues. For other federal agencies, the FCSC would provide cyber expertise and potentially 
serve as a clearinghouse for cyber-related issues in the three sectors (see Appendix A for a 
full description). 
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6. Convene a symposium of select Cabinet Secretaries, regulators, Office of Management and Budget 
(OMB) officials, CEOs, and industry representatives to clarify the functions, roles, responsibilities, 
and processes of the Commission, based on the work done by the NIAC.  

a. Creating a new federal entity requires in-depth discussions with invested stakeholders to 
ensure that the FCSC is not duplicating efforts and that it has the scope intended by the 
NIAC. The symposium is an opportunity to gather broader input to ensure the ultimate 
success of the Commission.  

b. While the creation of the FCSC could be accomplished by executive order, legislation will 
likely be required to provide the Commission with the authorities and funding needed to be 
fully operational. The President should include the FCSC in his budget submission to 
Congress.  

Modernize Legal Authorities to Improve Cyber Defense 
Many of our nation’s laws and regulations could not have envisioned the way cyber systems and networks 
would underpin and connect our most critical infrastructure functions. In some ways, these laws and 
regulations have hindered proactive cybersecurity efforts by diverting company resources to comply with 
outdated regulations at the expense of more cutting-edge cybersecurity investments to counter emerging 
threats. New laws and regulations have created a patchwork of authorities that in some cases has not been 
applied in real-world situations.  

The NIAC found in its 2017 Securing Cyber Assets study that the federal government has tremendous 
capabilities and authorities, but these are scattered across a wide swath of agencies, departments, and sub-
units.8 Private sector companies require legal clarity before they can apply resources to measures that could 
prevent or mitigate cyber attacks. 

Recommendations 
7. Direct the Department of Justice to analyze existing legal authorities: 1) to determine the ability of 

government to direct the private sector to implement cyber mitigations, and 2) to identify legal 
barriers that prevent the private sector from implementing requested mitigations and sharing 
information with the government. 

a. An initial analysis conducted by the Working Group indicates that the Defense Production 
Act, the Federal Power Act, and the SAFETY Act all contain provisions that could enable the 
government to direct cyber mitigations in critical infrastructure sectors and provide liability 
protections to companies that implement certain technologies. However, more guidance 
and interpretation from the federal government is needed to understand the extent of 
these powers and under what circumstances they could be used in response to nation-state 
cyber threats.    

  

 
8 National Infrastructure Advisory Council, Securing Cyber Assets: Addressing Urgent Threats to Critical Infrastructure, August 2017, 
https://www.dhs.gov/sites/default/files/publications/niac-securing-cyber-assets-final-report-508.pdf.  
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Secure the Supply Chain of Critical Cyber Components 
Hardware, software, and service providers rely on a complex international supply chain that at times has 
allowed nation-states to introduce components and malware into digital equipment used in critical 
infrastructures. Compromised components provide adversaries with a foothold into company networks and 
systems that allows them to map, control, and ultimately disrupt or destroy critical functions.  

Under the National Defense Authorization Act for Fiscal Year 2014, the Secretary of Energy has the authority 
to use classified threat information to end contracts or eliminate companies from contract competitions 
without providing cause if it is based on classified information.9 To our knowledge, the DOE has yet to use 
this authority.  

Voluntary efforts and initiatives exist today to improve supply chain security of information and 
communications technology. The federal government has supply chain risk management practices and 
standards required for federal procurement. However, voluntary standards and leveraging federal 
guidelines are not enough to protect the most highly targeted and at-risk companies. 

Existing cyber attack reporting requirements are not supply-chain specific and do not appear to limit the 
liability of an entity reporting information. The ability to share information on security issues with devices 
and components would be a step toward helping companies shore up security within the supply chain. 
Current laws and regulations do not adequately support this type of information sharing between 
companies.   

Recommendations 
8. Provide liability protection to allow blacklisting and whitelisting of critical cyber products used in 

private critical infrastructure, similar to the authority provided in 10 CFR Part 21 for the nuclear 
industry and to the DOE’s enhanced procurement authority. 

9. Continue and expand programs at the DOE’s national laboratories and other ongoing initiatives by 
each sector to independently test vendor equipment for vulnerabilities and report the results to 
private companies. 

a. A key role the federal government can play is the independent testing and validating of 
vendor equipment.  

b. The NIAC supports ongoing initiatives and working groups focused on supply chain, 
including the Information and Communications Technology (ICT) Supply Chain Risk 
Management Task Force, and would encourage their continuation and expansion.  

  

 
9 U.S. Government Accountability Office, “Nuclear Supply Chain: NNSA Should Notify Congress of its Recommendations to Improve the Enhanced 
Procurement Authority,” August 8, 2019, https://www.gao.gov/assets/710/700794.pdf.  
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Call to Action 
The White House must move swiftly to implement our two-track approach:  

1) URGENT Action: Pursue solutions that address urgent, near-term cyber risks that have national 
security implications and that can be implemented rapidly. 

2) COMPREHENSIVE Solution: Design the ideal model for an assured measure of protection informed 
by an executive-driven public-private partnership. This approach would likely require legislation. 

The time to act is now. The President should immediately appoint a senior leader to oversee the 
implementation of recommendations in this report.  

The NIAC stands ready to continue to support the President in this area, and will continue to follow 
developments closely, so as to provide timely follow-up perspectives to the President, as appropriate. 
Moreover, we recommend that a status update on the recommendations in this report be provided to the 
NIAC within three months, including the actions being taken and planned to implement these 
recommendations.  

Escalating cyber risks to America’s critical infrastructures present an existential threat to continuity of 
government, economic stability, social order, and national security. We need to act now. 
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Appendix A: Federal Cybersecurity Commission  
The protection of critical infrastructure is a shared responsibility between industry and government that has 
grown more important as nation-states and non-state actors seek to infiltrate private sector cyber networks 
with the intent to disrupt and destroy them. Today, the federal government is not effectively organized to 
reflect this new paradigm, in which public and private partners must quickly share intelligence about cyber 
threats and have clear authorities and lines of communications to respond to cyber attacks at network 
speed. Existing gaps and overlaps in cybersecurity responsibilities among government entities and between 
government and the private sector create the potential for misunderstanding, miscommunication, and 
lapses in cyber protection, detection, and response. 

Mission 
The Federal Cybersecurity Commission (FCSC) is proposed as an independent U.S. government agency, 
overseen by Congress, dedicated to mitigating catastrophic cyber risks to the most targeted and critical 
private infrastructure companies, whose failure could threaten national security. A key feature of the FCSC 
is that it will have limited regulatory authority and will work in close collaboration with an executive-driven 
public-private partnership represented by senior executives from relevant industry and government entities. 

Vision
The long-term vision of the FCSC will be to ensure the confidentiality, integrity, and availability of cyber 
systems used in private sector critical infrastructure, where failure could result in catastrophic impacts on 
national security, public safety, and economic stability for the United States.  

Scope 
The efforts of the FCSC will be narrowly focused on a small number of critically important infrastructures 
and assets in the private sector. The FCSC will:  

 Focus on three vitally important sectors—energy (electricity and natural gas), communications, and 
financial services—which underpin the operations of other critical infrastructures and functions. 

 Focus on the most at-risk entities and/or functions within these critical infrastructures that would 
have national security consequences if they were to fail.  

 Focus on cyber threats by nation-state and non-state actors to exploit, deny, or otherwise attack 
these critical infrastructures to bring about consequences that threaten national security.  

Roles 
The FCSC bridges the distinct roles and responsibilities of the federal government and the private sector, 
which must be unified when attacks on private infrastructure equate to attacks on the nation. The FCSC 
provides the structure and necessary authorities to: 

 Rapidly identify and direct companies to implement industry-led mitigations to counter severe cyber 
threats (including preventive/protective measures and response/recovery measures). 

 Provide liability protection to private companies that act on mitigation measures as directed to 
thwart attacks. 
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 Accelerate intelligence sharing and analysis of nation-state threats to industry-owned systems, 
leveraging the CICC. 

 Advise on government response to identified infrastructure threats. 
 Set standards, rules, and/or regulations to ensure information technology (IT) and operational 

technology (OT) equipment and supply chain integrity.  
 Harmonize conflicting or duplicative regulations that impede cybersecurity. 
 Provide a last-resort regulatory backstop to ensure critical measures are implemented. 

Figure 2. FCSC Structure 
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Structure and People 
The FCSC will be the convener, coordinator, central clearinghouse, and regulator as a last resort for 
cybersecurity efforts for these most at-risk entities. To be effective, it must work collaboratively with an 
executive-driven public-private partnership composed of senior leaders from the three sectors and key 
federal agencies (Figure 2). It must also draw upon and act on intelligence and infrastructure impact 
information from the CICC.  

Under the FCSC, private sector and government executives are expected to act collaboratively, quickly, 
proactively, and decisively to serious and immediate threats to critical infrastructure assets or functions to 
meet national security needs, while respecting the roles and responsibilities of each side of the partnership.  

FCSC Commissioners 
The FCSC will be led by five Commissioners: three sector-specific commissioners (energy, financial services, 
and communications), one cross-sector commissioner, and one chair. Commissioners will have ultimate 
authority over rules and actions needed to mitigate cyber risks in private sector infrastructure that have 
severe national security impacts. Commissioners will be appointed by the President. 

Responsibilities  
 Direct the expert technical and administrative staff to help assess, communicate, and implement 

necessary industry actions to ensure compliance with cyber mitigations in the private sector that are 
deemed to be essential for ensuring national security.  

 Develop particularly close working relationships with key U.S. government entities, including the 
Intelligence Community, DOD, relevant sector agencies (e.g., DOE), law enforcement, and others in 
order to assure a timely and complete understanding of the threat environment. 

FCSC Staff 
The Staff will be headed by an Executive Director who will lead, manage, and direct the activities of a full-
time legal, technical, policy, and administrative staff that executes the direction and decisions of the 
Commission. The staff should also include rotating detailees—experienced junior executives/senior 
managers drawn from both the private sector and from key government agencies—who bring sector-
specific expertise or represent the cybersecurity, intelligence, and law enforcement communities. Such 
individuals could be detailed for a limited period of time (e.g., less than two years). 

Responsibilities: 
Receive input from the CICC and from government and private sector leaders on all matters, 
including vulnerabilities, threats, potential impacts, risks of actions by adversaries, or risks inherent 
in the critical infrastructure. 

 Analyze developments and risks potentially impacting the private sector infrastructure. 
 Recommend policy measures, regulatory actions, and guidelines to the Commission in situations 

where no existing federal authorities or mechanisms exist to ensure the security of critical cyber 
systems. 

 Carry out directions, promulgate regulations, exercise regulatory authority, and enforce actions and 
decisions, as directed by the Commission.  
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Executive-Driven Public-Private Partnership 
FCSC Executives 
The FCSC Commissioners will represent the perspectives of the FCSC in the executive partnership.  

Private Sector Executives  
Senior executives (CEO or immediately below) will represent their sector (energy, communications, or 
financial services) in the executive partnership.  

Federal Senior Executives 
Senior executives (S-1 or immediately below) will represent the departments, agencies, and regulatory 
bodies that have direct oversight of the affected sectors, plus principals from the Intelligence Community 
and law enforcement, in the executive partnership. 

Leveraging the CICC to Counter Cyber Threats 
While the FCSC as the ideal solution will take time to implement, the CICC can be stood up more quickly by 
leveraging existing authorities and with the support of the identified companies in the three sectors. As the 
FCSC is established, the CICC will continue to play a vital role. The steps below outline how the FCSC process 
could work in practice with the CICC. 

1. Major cyber threat to national security identified: The Intelligence Community—through the 
collaboration in the CICC—identifies and evaluates threats to critical infrastructure. Private 
company experts provide valuable technical insights to federal partners regarding the implications 
of the threats for company operations and validate the threats for private industry. Company 
representatives also have access to their corporate cyber data and can provide real-time 
coordination and responses to federal representatives, providing a strong value proposition for both 
public and private partners. The CICC then produces intelligence products, in collaboration with 
public and private members, that are informed by private company information and technical input. 
Validated severe and/or urgent cyber threats to private infrastructure that, a) have the potential to 
impact national security, and b) are not being effectively mitigated through other means, are then 
presented to the Commission for potential regulatory action.  

2. Rapid assessment of cyber risk or issue: Based on the CICC assessments, the Commission works 
with its staff and the CICC to make an initial determination if an action is required to address the 
cyber risk or compliance issue. Technical staff evaluate the potential impact and possible remedies. 
Policy staff review existing authorities to see if other departments or agencies can act to address the 
risk and determine if the mechanisms already exist to mitigate the threat (e.g., existing agencies). If 
not, the FCSC determines if it needs to provide directives to mitigate the threat.  

3. Consultation with Executive Public-Private Partnership: The Commission staff brings their initial 
assessment to industry and government executives to obtain advice and guidance on proposed 
actions or remedies. The “three-party” partnership bodies engage expert staff and executives to 
gather analysis and recommendations for action. 

4. Commission decides on appropriate action: The Commission makes a final determination on the 
needed actions to address the issue. This could result in a new rule, a referral to another agency or 
department with regulatory authority, or a proposed action that requires collaboration with other 
government entities and/or industry groups. 
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Core FCSC Functions 
The table below describes how the FCSC would implement its core functions, and how near-term urgent 
actions will support FCSC implementation and be rolled into the FCSC as it is established.  

Function  Urgent Action: 
Near-Term Recommendations   

Comprehensive Solution: 
FCSC Implemented (Rec. 5) 

Counter Severe Cyber 
Threats 

 Rec. 1: Establish the Critical 
Infrastructure Command Center 
(CICC)  

 Rec. 4: Use the NLE 2020 to pilot 
the CICC  

 Provide direction and technical 
resources to companies for rapid 
development and deployment of cyber 
mitigations 

 Exercise regulatory authority to direct 
private companies to take specific, 
enforceable mitigation actions to 
protect their cyber networks when 
threats, need for speed, or common 
direction are essential to meet 
important national security needs  

Accelerate 
Information Sharing  

 Rec. 1: Establish the CICC  

 Rec. 2: Prioritize detecting and 
identifying efforts to attack 
critical infrastructure 

 Rec. 3: Hold the TS/SCI briefing 
with the CEOs of identified 
companies   

 Leverage the CICC to optimize bi-
directional information sharing and 
accelerate mitigations 

 Identify ways to rapidly declassify 
information with broader sector and 
government implications and 
disseminate through existing effective 
channels (e.g., Information Sharing and 
Analysis Centers)  

Ensure Supply Chain 
Integrity 

 Rec. 7: Conduct a legal review of 
existing authorities that could be 
applied  

 Rec. 9: Continue and expand 
existing programs to 
independently test vendor 
equipment for vulnerabilities 
and report the results to private 
companies 

 

 Set standards, rules, and/or regulations 
to ensure the security of equipment 
and services related to the IT and OT 
supply chain or affected companies. 

 Provide the regulatory authority to 
blacklist or whitelist components or 
services to mitigate severe cyber risks  

 Rec. 8: Liability protection to allow 
blacklisting and whitelisting of critical 
cyber products used in private critical 
infrastructure 

 Provide an independent evaluation of 
critical components using national 
laboratories of other resources  
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Function  Urgent Action: 
Near-Term Recommendations   

Comprehensive Solution: 
FCSC Implemented (Rec. 5) 

Provide Liability 
Protection  

 Rec. 7: Conduct a legal review of 
existing authorities that could be 
applied 

 Exercise existing or propose new 
regulatory authorities that limit the 
liability of private critical infrastructure 
companies that:  

o Share information with the 
government;  

o Take mitigation measures at the 
government’s direction; or  

o Respond to the government’s 
specific requests to take actions 
intended to protect, defend or 
restore critical cyber systems  

Harmonize 
Regulations  

 Rec. 7: Conduct a legal review of 
existing authorities that could be 
applied  

 Serve as a cyber resource for federal 
agencies, provide cyber expertise and 
resources, and share insights into 
regulatory efforts 

 Identify conflicting and/or duplicative 
regulations across the federal 
regulatory framework and propose 
solutions  

Share Best Practices  

 Rec. 6: Convene a symposium 
(while the focus of the event will 
be on building out the FCSC and 
the path to implementation, 
part of the discussion will likely 
involve sharing experiences and 
knowledge)  

 Coordinate with the Executive-Driven 
Public-Private Partnership to share best 
practices and mitigations used by 
targeted companies to increase 
protection and cyber hygiene across 
sectors  
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Operating Philosophy 
• The FCSC commissioners and industry and government executives will work collaboratively in the 

national interest, through the “three-party” partnership, to set strategic direction, establish 
priorities, provide resources, and hold people accountable for results and outcomes. Moreover, the 
people engaged by the executives must have the authority to act on behalf of their organization, 
including quickly committing resources and personnel, with no (or minimal) prior approval. 

• Actions and decisions by the Commission must recognize the constraints of competitive market 
conditions and regulatory requirements that critical infrastructure companies face, and they must 
provide solutions that enable the companies to act unimpeded by these constraints. This may 
include financial, regulatory, or policy remedies. 

• Bi-directional sharing of actionable classified information at the level needed is essential and must 
occur with the speed and regularity needed to prompt private sector action. Focus should be on 
what needs to be done to mitigate the risk, rather than on sources and methods, to avoid the need 
for highly classified information from the TS/SCI space. 

• Prescriptive regulatory solutions to counter private sector risks should be avoided unless: a) the 
private sector is not able to effectively and expeditiously act on its own; b) the government has 
unique technology solutions that are unavailable to the private sector to counter serious threats; or 
c) the government has classified information pertaining to impending nation-state threats that 
cannot be shared publicly. Any proposed regulatory framework should seek to establish the desired 
outcomes without dictating the specific solution. 

• Existing authorities, models, and capabilities should be leveraged, where possible, to avoid 
duplication and accelerate practical solutions. 
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